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BV THE CONPTROLLER GENERAL

Report To The Congress

OF THE UNITED STATES

More Effective Internal Controls
Needed To Prevent Fraud And Waste
In Military Exchanges

Military exchanges purchase over $3 billion in
goods annually to meet the needs and improve
the well~being of military service members,
Like other large retail organizations, exchanges
are susceptible to fraud, waste, and abuse.
Numerous instances of unlawful practices
have been detected.

Exchange management and oversight organi-
zations have been slow to recognize the prob-
lem and improve controls to deter fraud and
waste. Efforts to strengthen controis and
combat fraud are being made, but better
information, strict compliance with existing
procedures, and tighter controls will bolster
these efforts.

This report contains recommendations to help
exchanges and oversight organizations take a
more active and systematic approach to com-
bating fraud and to improving the overall sys-
tem for managing procurement,
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To the President of the Senate and the
Speaker of the House of Representatives

This report discusses the efforts taken by the military
exchange systems and by the services and the Department of
Defense to prevent fraud and waste in exchange procurement.
The report contains recommendaticns to the Secretary of De-
fense which could further improve controls, strengthen over-
sight, and provide a systematic apprcach to comkbat fraud and
waste,

We are sending copies of this report to the Director,
Office of Management and Budget; the Secretary of Defense:
and the Secretaries of the services.
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COMPTROLLER GENERAL'S MORE EFFECTIVE INTERNAL CONTROLS
REPORT TQ THE CONGRESS NEEDED TO PREVENT FRAUD AND
WASTE IN MILITARY EXCHANGES

The extent of fraud in military exchanges
is unknown; however, the Department of De-
fense reported to the Congress that, dur-
ing the first half of fiscal year 1980,
exchanges accounted for 58 percent of all
potential fraud cases referred for inves-
tigation in the Department. (See p. 1.)

On December 9, 1980, the House Armed Serv-
ices Committee met with the Chiefs of sStaff
of the services and expressed grave concern
about fraud in the military exchange sys-
tems, The Committee directed the military
officials to develop a plan within 30 days
for combating fraud in the exchanges to
include consideration of the findings and
recommendations in this report.

A Department of Justice task force £oraed
in early 1977 to investigate fraud ia the
Army and Air Force Exchange Service had
carried out investigations resulting in the
conviction of six buyers, a deputy region
chief, seven sales representatives, and a
vendor for kxickbacks and other unlawful ac-
tivities by September 30, 1280. Numerous
administrative actions had been taken
against employees and other parties. In
the Navy's exchange system, 13 cases of pro-
curement fraud were detected during the 5~
year period ended December 1979. (See pp.
6 and 26.)

Controlling fraud in organizations the size
of military exchanges requires preventive
management at all levels, including strong
internal controls and an environment in
which controls are understood and enforced.
The exchanges have not achieved this but
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are acting to strengthen their controls and
to insure compliance with their policies
and procedures. (See pp. 4 and 25.)

GAO found that exchange managers were slow
to take corrective action because they
lacked information on the extent and nature
of fraud in their operations, d4id not en-
force or monitor the enforcement of stand-
ards of conduct, and were not aware of the
extensive noncompliance with policies and
procedures. (See pp. 4 and 25.)

Since this study began, exchange officials
have initiated numerous actions to combat
fraud and waste in their operations, includ-
ing

--establishing a program to assess vulnera-
bility to fraud and waste;

--strengthening the internal audit function;

-—-establishing a fraud, waste, and abuse
hotline; and

--instituting a registration system to in-
crease visability of sales representa-
tives.

Although these actions are commendable,
GAQO believes that more should be done to
strengthen controls.

A management information system on the ex-
tent and nature of fraud is needed. Stand-
ards of conduct should be strictly and uni-
formly enforced, and managers should be held
accountable for compliance with policies and
procedures. Further improvements should be
made in the management of procurement to
avoid waste. (See pp. 4 and 25.)

. The Navy's exchange system did not have an

effective internal audit function because it
lacks the independence, time, and qualified

ii



staff to perform audits with due profes-
sional care. Also, these reviews do not
meet GAO standards for audits of govern-
mental organizations. (See p. 32.)

The Board of Directors of the Army and Air
Force Exchange Service, the Naval Supply
Systems Command, and the O0ffice of the
Secretary of Defense have not been aggres-
sive in exercising their oversight respon-
sibilities. These organizations need to
make sure that exchange managers take effec-
tive actions to combat fraud and waste in
their operations. (See pp. 21, 37, and 41.)

Department of Defense policies governing
procurement with nonappropriated funds, un-
like its policies for appropriated funds,
did not require the use of formal advertis-
ing procedures where practicable, nor did
they provide separate GAO access to contrac-
tors' records to check compliance. (See

p. 43.)

RECOMMENDAT LONS

To strengthen internal controls and over=-
sight, the Secretary of Defense should di-
rect the exchanges to:

--Develop a management information system
to provide data on the nature and extent
of fraud in their operations.

--Develop a system Of manayenmeat aonbrols
to deter fraud and reduce the likelihood
of waste. (See pp. 23 and 39.)

The Secretary should direct the Army and
Air Force Exchange Service to improve its
management of procurement by (1) establish-
ing a results-oriented buying capability
with detailed buy plans and buyer perform-
ance evaluations, (2) clarifying criteria
and identifying opportunities for increas-
ing competitive procurement, (3) enhancing
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buyer performance by providing career paths
and training programs, and (4) requiring
periodic audits of contracts for pricing
compliance. (See p. 23.)

The Secretary should direct the Navy to:

--Overhaul its exchange internal audit func-
tion by (1) assigning a person to head
the unit whose independence has not been
impaired, (2) staffing audits with more
gualified auditors, and (3) providing
sufficient time to make audits properly
and in accordance with GAO standards.

--Comply with Defense policy tc give the
contracting officer or his representative
access to contractor records and make
audits for compliance with contract terms.
(Ssee p. 39.)

GAC also recommends that the Secretary of
Defense (1) establish an Exchange Executive
Board or similar organization with represen-
tation from his cffice to set goals, evalu-
ate performance, and provide guidance to
the exchange systems and (2) revise nonap-
propriated fund procurement policies to
require use of formal advertising wherever
practicable and provide for separate GAO
access to contractor records for nonappro-
priated fund negotiated@ contracts. (See

E- 45.)

AGENCY COMMENTS

The Army and Air Force Exchange Service and
the Navy generally agreed with GAO's find-
ings and recommendations. The actions they
have initiated should strengthen their in-
ternal controls and improve the management
of exchange rprocurements. (See pp. 23 and
39.)

The Office of the Secretary of Defense said
it agreed with the findings and was study-
ing GAO's proposals to determine what ac-
tions should be taken. (See p. 45.)
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CHAPTER 1

INTRODUCTION

Military exchanges are the largest and one of the most
vital components of the Department of Defense's morale, wel-
fare, and recreation 1/ program. The exchanges, which are
nonappropriated fund activities, are intended to improve
service members' overall satisfaction with military life
and attract dedicated men and women to military careers by
(1) providing authorized customers with goods and services
at the lowest practicable prices and (2) generating profits
to partially fund other morale and recreation programs. In
accomplishing this mission, the exchanges have reported that
their selling prices are, on the average, 20 percent less
than commercial sector prices. Also in 1979 the exchanges
contributed $129.5 million to the service members' welfare
and recreation activities.

Recent disclosures indicate that fraud, waste, and
abuse may be eroding these goals. For example, Defense re-
ported to the Congress that exchanges accounted for 58 per-
cent of the 391 potential fraud cases in Defense referred
for investigation during the first half of fiscal year 1980.
Exchange procurement appears to be highly susceptible to
fraud involving kickbacks and gratuities, which, according
to Defense investigators, is one of the most simple crimes
to commit, yet one of the most difficult to prevent and de-
tect. This report discusses the efforts the exchange sys-
tems have taken to prevent and detect fraud and identifies
additional opportunities for improving controls over ex-
change procurement.

MANAGEMENT OF PROCUREMENT

The Assistant Secretary of Defense (Manpower, Reserve
Affairs and Logistics) is responsible for overall policymak-
ing and management oversight of the military exchanges.

This oversight is primarily concerned with assuring that De-
fense policies are correctly interpreted so the exchanges
can operate effectively and efficiently.

1/0ther activities include clubs, libraries, golf, bowling,
gymnasiums, hobby shops, and other recreation activities.



The Army and Air Force Exchange Service {(AAFES) and the
Navy Resale and Services Support Office (NAVRESSO), the two
largest exchange systems, are among the top retail establish-
ments in the United States. The Commanding Officer, AAFES,
has command and control of 227 exchange outlets worldwide.
Procurement is accomplished at four levels of management:
headquarters, exchange regions, area exchanges, and overseas
offices. The major purchase of resale merchandise is cen-
tralized at the headquarters level. During 1979, AAFES pur-
chases for resale totaled $2.4 billion, of which 60 percent,
or $1.4 billion, were made by headquarters contracting offi-
cers (buyers). The Commanding Officer reports to the Board
of Directors of AAFES which is responsible for directing and
monitoring exchange operations.

NAVRESSO is under the control of the Naval Supply
Systems Command. NAVRESSO provides technical guidance and
administrative support to 148 independent exchanges which
come under management control of base commanding ocfficers.
NAVRESSO also provides technical guidance to the small ex-
change program of the Military Sealift Command and directly
manages Navy commissary stores and ships' stores afloat.

The Commander, NAVRESSO, sets the policies and the proce-
dures for the Navy to purchase resale merchandise. Procure-
ment is made at NAVRESSO headquarters, area support com-
plexes, and installations. However, the major purchase of
resale merchandise is decentralized at the installation
level. Buyers at this level usually select their merchan-
dise from bulletins negotiated at NAVRESSO. These bulletins
set forth items and prices available to the exchanges.
During 19279 resale merchandise purchases totaled $909 mil-
lion, of which 84 percent, or $760 million, were made by
buyers at the installation level. The remaining purchases
represent NAVRESSO regional and centralized procurement on
behalf of the exchanges.

PRINCIPLES OF GOOD MANAGEMENT CONTROLS
AGAINST FRAUD, WASTE, AND ABUSE

As in any business the size of AAFES and NAVRESSO, con-
trols are necessary to prevent individuals from (1) stocking
excessive or unsalable merchandise, resulting in unnecessary
inventory cost and eventual markdown or writeoff, (2) paying
more for goods than they should, and (3) accepting lower
quality products. Much has been written on what can be done
to control fraud in business. The universal answer is that
preventive management at all levels at all times is the best
deterrent to dishonesty and includes (1) a strong system of



internal controls tc promote economical and efficient opera-
ations and to safegquard assets against fraud, waste, and
abuse and (2) the establishment of an environment in which
controls are understood, encouraged, and consistently en-
forced.

OBJECTIVES, SCOPE, AND METHODOLOGY

This review was directed at evaluating exchange pro-
grams to deter fraud and waste by examining the

--aggressiveness of oversight by exchange management at
all levels,

—--adequacy of internal controls,

—--adequacy of audits and other reviews in combating
fraud, waste, and abuse, and

--alternative procurement methcds that might be used to
deter fraud and waste.

We directed our review primarily at how the exchanges
buy goods for resale. Our field work was conducted from
September 1979 to September 1980 at the Office of the Secre~-
tary of Defense (OSL); Air Force Office of Special Investiga-
ticns; Naval Supply Systems Command and Naval Investigative
Service headgquarters, Washington, D.C.; at AAFES headquar-
ters, Dallas, Texas; at AAFES Alamc Exchange Region in San
Antonic, Texas: and at NAVRESSO headquarters, Brocklyn, New
York. We also visited private retail establishments, na-
ticnal retail asscociations, and several AAFES and NAVRESSO
vendors.

At the military installations listed above, we reviewed
instructions and directives relating to procurement and per-
sonnel management, minutes of meetings, and correspondence;
analyzed audit, inspection, and investigative reports; ex-
amined contract records; and held discussions with knowledge-
able officials. At retail establishments and associations
visited, we held discussions with officials on how they man-
ace procurement. At AAFES and NAVRESSO vendors, we reviewed
the vendors' records to test compliance with contract price
provisions.



CHAPTER 2

AAFES ACTIONS TO COMBAT FRAUD AND STRENGTHEN

BUYING CONTROLS NEED TO BE INCREASED

AAFES management is acting to strengthen internal con-
trols to deter fraud and waste in its procurement. But this
has not always been the case, and more could be done. Be-
fore 1975, AAFES managers had been slow to recognize the ser-
iousness of the problem because they lacked information on
the extent and nature of known fraud in their operations,
had a permissive attitude toward violations of their stand-
ards of conduct, and were not aware of widespread noncompli-
ance with policies and procedures. AAFES has now

—-established an office to assess the vulnerability of
its policies and procedures to fraud and to detect
internal control weaknesses;

--strengthened its internal audit function;

—-begun comprehensive auditing of its contractors for
pricing compliance;

-—-established a fraud, waste, and abuse hotline:

--gstablished a registration system for vendors and
representatives to increase their visibility in the
procurement system and to aid investigators;

--reemphasized the responsibility of its Safety and
Security Division to be the focal point for detecting
and investigating potential fraud, waste, and abuse
in its operations; and

-~directed that a study be made toc assess the adequacy
of its programs to deter and detect fraud, waste, and
abuse.

These actions are commendable, but more needs to be
done to improve buying and personnel management controls.
A management information system should be installed to iden-
tify the nature and extent of fraud in AAFES operations.
AAFES standards of conduct need to be strictly and uniformly
enforced, and managers need to be held accountable for fail-
ing to comply with AAFES policies and procedures. Improve-
ments should also be made in AAFES management of the procure-
ment function.



AAFES Board of Directors could have been more active in
providing the leadership and direction necessary to combat
fraud and waste in AAFES procurement. Actions the Board
took to determine the potential for fraud within AAFES were
not effective. Further, the Board did not adequately insure
that its policies were carried out and did not enforce its
standards of conduct,

EXTENT OF FRAUD UNKNOWN

AAFES has no system for informing management of the ex-
tent of bribes, kickbacks, and gratuities identified in its
retail buying activities. Although AAFES has obtained the
basic information, it has not compiled and analyzed this in-
formation in a format usable by management. For example,
the Safety and Security Division, as coffice of primary re-
sponsibility for combating fraud, issues a number of statis-

tical reports. These reports primarily concern employee
theft, robbery, and shoplifting. Data concerning dbribes and
gratuities are included in the category "all others." This

category, however, also includes data on the number of nar-
cotics and vandalism incidents, and assaults, as well as
cash variances over $50. The inability to separate fraud
from other improprieties makes it impossible to quantify the
extent of known fraud within the organization and in what
areasg it 1is occurring.

For almost 20 years, fraud has been a problem in AAFES
procurement. In 1966 the Commander Of the European Exchange
System voiced concern over kickback schemes and requested
the Air Force Office of Special Investigations to investigate
a number of AAFES merchandising specialists (buyers). Ac-
cording to Alr Force records, subsequent investigations,
involving Air Force investigators; the Federal Bureau of In-
vestigation, Department of Justice; Internal Revenue Service,
Department of the Treasury:; and the German Tax Investiga-
tions Office, resulted in the conviction of 10 AAFES buyers



and vendors' sales representatives 1/ in both U.S. and German
courts. These investigations and subseguent convictions con-
cerned kickback schemes perpetrated since 1962,

In 1975, AAFES provided information to the Federal
Bureau of Investigation, which caused an investigation into
alleged bid rigging on construction contracts. During this
investigation, it was revealed that AAFES headquarters'
buyers were receiving kickbacks and gratuities from vendor
representatives. A Department of Justice task force was
therefore formed in Dallas in 1977 to conduct further inves-
tigations into these matters. In 1978 a second task force
was established in San Antonio, Texas, after investigative
efforts of the Dallas task force uncovered evidence of kick-
backs at the Alamo Exchange Region. As of September 30, 1980,
the combined task force efforts had resulted in the coavie-
tion of six buyers, an AAFES deputy region chief, seven
sales representatives, one vendor, and numerous administra-
tive acticons against employees and other persons involved.
Six other cases are at various stages of investigation and
prosecution., According to an Assistant U.S. Attorney in
Dallas, investigations will continue so long as fraud is un-
covered at AAFES.

Our analysis of Air Force investigations made between
January 1, 1975, and December 31, 1979, indicates that a sig-
nificant number of employees and large amounts of money were
involved. For example, of 372 individuals who had retaill
procurement authority during this period, 66 were investi-
gated for standards-of-conduct violaticons involving allega-
tions of procurement-related irregularities. Allegations
were substantiated in 23 cases, and 4 others are still being
investigated. The substantiated allegations involved re-
ceipt of kickbacks and gratuities by headquarters and re-
gional buyers, a deputy region chief, and an exchange region
chief. The gratuities and kickbacks were given by vendor
representatives and vendors and incluaded clothing, farnitare,

1/AAFES has, for many years, conducted a substantial amount
of business through vendors' representatives, who act as
the intermediary between the buyer and the manufacturer.
The representative is often an independent firm which is
providing its services to one or more manufacturers on a
commission basis. Services usually range from calling on
AAFES buyers for the purpose cf presenting a manufacturer's
merchandise to performing in-store service, such as reord-
ering and inventorying stock.



gift certificates, and large amounts cf cash. For example,
several AAFES employees were convicted of receiving cash
payments ranging from $500 to $26,000. These amounts are
substantially less than what investigations and indictments
have disclosed, which have been estimated by investigators
in gsome individual cases to be as much as $150,000.

An effective management information system could pro-
vide AAFES with the data necessary to determine trends, as-
sess vulnerabhility, establish the level of resources needed
to deter fraud, map antifraud strategies, and evaluate the
scope and effectiveness cf audits and investigations.

‘A management information system 1s basically an intelli-
gence system which can serve as a major analytical tool to
combat fraud. The crime of fraud is often not a neat set of
easily described acts but, rather, a complex, subtle, and
dynamic process. An information system shows a pattern of
this process to anticipate the how, when, and where of fraud
and provides the basis for attacking the problemn.

A management information system should include data on

--past fraud schemes perpetrated, methods of perpetra-
tion, and means by which detected;

-—experiences and findings of other agency offices and
law enforcement agencies; and

--management weaknesses previously identified by inves-
tigators, auditors, or others, which increase vulner-
ability to fraud.

This body of knowledge should be systematically orga-
nized and analyzed to permit reconstructing past events and
facilitating the identification of trends, patterns, or un-
usual occurrences indicating possible fraud.

MANAGEMENT ATTITUDES

AAFES believed that establishing any additional con-
trols in buying would represent nothing more than overmanag-
ing, would be uneconomical, and would not detect kickbacks
and gratuities because the past instances of fraud were per-
petrated outside the system of internal control and involved
collusion. Instead, it has set high standards of conduct
for their employees, punished some violators, and published
violators' names so employees could see that standards are



enforced. However, the failure of AAFES management tc in-
sure strict and uniform enforcement has contributed to a
perceived permissive attitude toward violations of those
standards among AAFES employees.

AAFES standards of conduct prohibit personnel from so-
liciting or accepting any gift, gratuity, favor, entertain-
ment, locan, or any other thing of monetary value, either
directly or indirectly from any person, firm, corporation,
or other entity which does business with AAFES. In addition,
regulations require employees to report any instance in
which things of value are offered or when a conflict occurs.
These standards have remained substantially unchanced since
1971, Violating these standards is cause for disciplinary
actions, which include oral and written reprimands, suspen-
sion of pay, downgrading, separation from employment, and
expulsion from AAFES' executive management program.

Historically, each AAFES commander has issued a memo
annually reiterating these standards to employees and re-
guired employees to acknowledge every 6 months that they
understand them. Also, when a vendor was reported to be
offering gratuities, a letter was sent explaining the AAFES
standards. These reiterations appear to have achieved less
than the desired results. Our review has shown recurring
instances in which management either inconsistently applied
the standards or failed to deal directly with proklems when
they occcurred.

OQur review of the 82 investigations conducted between
January 1, 1975, and December 31, 1979, disclcsed that 10 in-
dividuals with procurement authority violated the standards
of conduct by not reporting receipts of gifts. Investiga-
tions of 11 cases involving 10 employees, 3 of whom were
supervisors, were conducted in 1976 (3 cases), 1978 (3 cases),
and 1979 (5 cases). Although Air Force investigators deter-
mined that each allegaticn was founded, disciplinary actions
were taken against only three individuals in the 1979 cases.
None of the three disciplined employees were supervisors.

One official involved in advising AAFES management cof the
disciplinary actions which should be taken said a reason for
the absence of disciplinary action was a lax attitude toward
applying the standards of conduct regarding the reporting of
gifts.

Another illustraticn of the leniency demonstrated in en-
forcing the standards of conduct occurred after AAFES manage-
ment specifically prohibited employees from making direct
purchases of merchandise from vendors for personal use. The
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specific guidelines were implemented in December 1975 and
reiterated again in a June 1976 letter from the commander.
AAFES records showed, however, that as late as October 1977
employees continued to make purchases in violation of the
standards. In three cases involving purchases of a $1,600
diamond ring, shoes, and $1,900 in furniture--the three em-
ployees involved received oral counselings--a nondiscipli-
nary action. The official who bought the furniture, a
deputy region chief, pled guilty about 4 years later to ac-
cepting kickbacks at the exchange region. The individual
who purchased the ring has been indicted on similar charges.

In another case, in September 1978, AAFES internal
auditors reported that a buyer purchased merchandise from
firms which employed his sons and from firms which had previ-
ously employed him. The buyer reported this apparent con-
flict of interest when it was accidentally discovered by his
supervisor 1 year after his assignment to the buying posi-
tion. The supervisor never took action to deter-
mine if there was a conflict of interest, nor did he report
it to higher authorities until after it was discovered by
internal auditors about 2 years later.

Although Internal Audit developed information on the
above case, which showed significant increases in purchases
from the firms in question, a detailed investigation was not
made. Less than 2 weeks after disclosure by Internal Audit,
management determined, without investigation, that no pro-
curement irregularities had occurred and transferred the
buyer to a nonbuying position at another region. AAFES offi-
cials we contacted explained that an investigation was not
made because none was requested by AAFES management.

We interviewed two former AAFES buyers convicted of ac-
cepting bribes and kickbacks and two former vendor represen-
tatives who pled guilty to bribery charges. The comments
made by these individuals further illustrate the existence
of a permissive attitude. One convicted buyer said he ac-
cepted kickbacks and gratuities because "it came with the
desk." He explained, that when he transferred into his re-
gional position, he was approached by a sales representative
who wished to continue a kickback arrangement established
with the buyer's predecessor. The former buyer we inter-
viewed noted that it was a common practice to accept gifts
and gratuities. One convicted vendor representative com-
mented that competition from other vendor representatives
who were also paying kickbacks to buyers forced him to give
kickbacks. He cited how his annual commission on sales in-
creased from $9,000 to over $160,000 after he began giving
kickbacks.



These circumstances and management inconsistencies re-
garding code-of-conduct enforcement do not go unnoticed by
employees. The comment of one convicted buyer that she did
not think anything would really happen to her because every-
one was doing it and nothing was ever done to others speaks
dramatically to the responsibility management must bear for
allowing circumstances to exist that could convey an impres-
sion of permissiveness.

NONCOMPLIANCE WITH POLICIES
AND PROCEDURES IS WIDESPREAD

AAFES management assured Defense in January 1980 and
the Board of Directors, on a number of occasions, that the
buying function was effectively performed, that procedures
were sound, and that buying controls were adequate and effec-~
tive. Three external reviews of the procurement management
system have been made in the last 10 years. Each of the re-
views found the system basically sound, and the recommenda-
tions to further strengthen controls were incorporated into
AAFES policies and procedures. Additionally, in 1978, the
Commander, AAFES, appointed an ad hoc committee to conduct a
comprehensive review of internal control procedures pertain-
ing to merchandise procurement. We believe that these re-
views do not adequately support the assurances given Defense
and the Board of Directors. Only one of the studies, which
was directed by the Chairman of the Board, was an indepth
review, and it showed that management application of buying
policies and procedures did not insure complete system dis-
cipline. The other studies addressed only policy and proce-
dures and did not determine whether AAFES practices were in
compliance with them.

After our review began, AAFES initiated a broad study
of its procurement function, and in March 1980 Internal
Audit reported to the Board that its survey showed that
AAFES procurement regulations were sound but were not always
strictly adhered to.

Our limited review confirmed the Internal Audit's find-
ings that procedures were not adhered to and showed noncom-
pllance in the areas of documentation of procurement deci-
sions and maintenance of vendor ordering and payment files.

Lack of documentaticon

AAFES relies on an approval process for succeedingly
higher levels of purchase amounts and documentation as an
additional control that no one person can unduly influence
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the buying process. However, current studies showed that
documentation was lacking and approvals were not always ob-
tained. We believe that, without adequate documentaticn,

the supervisory approval process is not an effective control.

AAFES' internal audit of procurement which was congoing
when we completed our work found that a common problem run-
ning through the entire AAFES buying process was a lack of
documentation and compliance in several key areas, such as

--justifying the addition of items to the AAFES inven-
tory,

——docunmenting negotiations,

—--justifiying price increases, and

-~supervising approvals.
In two 1979 reports, Internal Audit also informed manage-
ment that contracting officers were exceeding their procure-
ment authority without proper approvals.

Our review cof one exchange region's records on 13 con-
tracts and 7 contract files at AAFES headquarters showed

noncompliance in the follcwing areas:

Number of
Type instances

Purchases exceeding buyer's
authority without approval 3

Justification lacking for
item or source selecticon 9

Documentaticn missing on
vendor negoctiation 4

Necessary approvals absent 4

Justificaticon lacking for
price increases 7

Vendor master file controls
are largely ignored

Contreols over adding and making changes to the vendor
master file were not complied with. The vendor master file
is the contrcol list of vendors authorized to do business
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with AAFES. Information from the file is used in preparing
mechanized purchase orders. Since February 1980, the file
has also been the single source of authorized payment ad-
dresses for the AAFES accounts payable system. To strengthen
controls over the procurement process, a 1978 study on buying
recommended that buyers be prevented from adding vendors to
the file or making changes to the file without supervisory
approval. A January 1979 change to AAFES' procedures imple-
mented this recommendation.

We examined all 185 vendor master file actions initi-
ated from January 1 to March 31, 1980, and found that 51 ven-
dor additions to the file had been initiated by unauthorized
individuals, and 175 of the 185 actions had not received su-
pervisory approval. Officials responsible for file mainten-
ance and control said they had never required superviscry ap-
provals and were unaware of regulations requiring approvals.

Further, headquarters buyers are specifically prohib-
ited from making telephonic requests for additions to the
file. Despite this prohibition, we identified 11 instances
during ocur 3-month sample pericd (January through March 1980)
where the unit processed telephonic requests from buyers.
Unit officials said they were aware of the prohibition
against accepting these requests but did sc if a buyer
stated the reguest was an emergency. One cofficial stated
that he felt he had a responsikility to be as responsive as
possible to the ruyers and that the unit's actions were con-
sistent with this responsibility.

INITIATIVES TC PREVENT AND
DETECT FRAUD AND WASTE

Since the Department of Justice task force began its
investigation for fraud in exchange procurement, AAFES offi-
cials have taken a number of actions tc combat fraud and
waste. Following disclosures by the task force of fraud in
AAFES prccurements, the Commander, AAFES, established an ad
hoc committee on procurement in July 1978 to review the ade-
quacy of internal controls. The group found that adequate
checks and balances existed hut reccmmended additional ac-
tions to strengthen procurement controls. All of the recom-
mendations were implemented.

In January 1980, AAFES estaklished a Fraud and Inspec-
tion Office in its audit division. This office's primary
mission is to determine those areas (including the procure-
ment function) where AAFES is most susceptible to fraud and
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waste. It will also train the entire audit staff on risk
assessments as well as make audits in the areas determined
to have a high degree of vulnerability.

From September 19279 toc July 1980, AAFES made signifi-
cant improvements in its internal audit function, including
improving its interface with the Board of Directors. As a
result of a recent Army Audit Agency report, AAFES has
staffed the director of internal audit position with a qual-
ified auditor and provided more detailed information to the
Board of Directors on significant audit findings. After our
study began, Internal Audit initiated a worldwide review of
the procurement function to evaluate the adequacy of in-
ternal controls and to determine the extent of, and reason
for, noncompliance with policies and procedures.

Fraud hotline installed and visibility
of vendors have been improved

AAFES established a toll-free hotline in March 1980 to
enccocurage and facilitate the reporting of fraud, waste, and
abuse within AAFES. As of August 21, 1980, 617 calls were
received, of which 136 related to allecged fraud, waste, or
abuse. O©Of these 136 calls, 3 related to purchasing irregqu-
larities concerning bkrikes and kickbacks and were referred
for investigation.

Changes have also been made in the procedure employees
are to follow in reporting gratuities and kickbacks. Now
the employees are to report receipt of items to the AAFES
Safety and Security Division. Formerly employees reported
such matters to an immediate supervisor.

AAFES, in July 1980, instituted a registration program
for vencdors and their representatives because investigators
complained that a major problem in the merchandising opera-
tion was that AAFES had no way to routinely identify the re-
presentatives with whom they do kusiness. Since representa-
tives are not a party to contracts between vendors and AAFES,
representative firms have operated under a blanket cf obscur-
ity which, in view of past and present investigative find-
ings, worked against the exchange. The registraticn system
will provide more visibility to the representatives and, ac-
cording to AAFES, will provide an audit trail to trace trans-
actions among buyers, vendors, and their representatives.
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Fraud prevention programs
have been reemphasized

In August 1979, AAFES designated its Safety and Secur-
ity Division as the office in charge of the AAFES program to
eliminate fraud, waste, and abuse in AAFES operations. 1In
July 1980, AAFES again reemphasized that this division is
responsible for overseeing the total loss prevention program,
including procurement fraud which should be instituted by
every level of AAFES management.

This division's ability to carry out its responsibili-
ties, however, could be improved. None of the AAFES Safety
and Security specialists have received training in retail
buying. We believe the accomplishment of their mission
(loss prevention) would be enhanced with an understanding
of the merchandise system and relationships between AAFES
and the vendors.

In June 1980, the Commander, AAFES, designated the
AAFES Plans and Management Division to oversee AAFES pro-
grams to detect and deter fraud, waste, and abuse. Objec-
tives set forth in the designation are to insure that manage-
ment controls are meaningful and effective, to provide the
ability to detect fraud, and to provide a means of keeping
top management informed about problems. As part of this ef-
fort, a study is being made to determine if the AAFES capa-
bility to detect and deter fraud, waste, and abuse can be
improved.

Pricing compliance audits begun

We do not believe that AAFES' efforts in pricing compli-
ance audits were adequate prior to our review. Annually,
contracts for purchases of approximately $2 billion are sub-
ject to a price protection clause that guarantees that ven-
dor prices and discounts will be as favorable or better than
those offered to any other customer. Because of our find-
ings, AAFES is instituting a program to periodically audit
its vendors.

In the past several years, AAFES suspected six vendors
of violating the price protection clause. AAFES negotiated
settlements of $200,000 and $35,000 in two cases, is negoti-
ating for rebates from three other companies, and, in the
sixth case, it determined the suspicion was unfounded.

Due to the relative significance of the proven pricing
viclations, AAFES plans to examine the records of five other
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selected companies. Although this is a positive initiative,
it is a one-time action and does not establish criteria to
be used in any future selections of companies to be reviewed.
AAFES is also negotiating with the Defense Contract Audit
Agency to conduct future pricing reviews of selected vendors.

Additional emphasis placed
on competitive buying

Effective competition is probably the best method for
assuring fair and reasonable prices. AAFES has taken initi-
atives to increase the amount of goods it buys competitively.
However, refinements are needed to clarify and emphasize
instruetions governing the use of this process.

As early as 1976, internal reviews showed that the cri-
teria for identifying products for multiple~source competi-
tive negotiation were vague and that the process had not al-
ways been used even though circumstances suggested it could
have been. 1In February 1979 Internal Audit reported that
about $500,000 worth of record albums could have been pur-
chased in this manner. Our findings confirmed these observa-
tions. We noted that in one case a merchandise selection
committee's vote resulted in a tie between two vendors' pro-
ducts. The instructions state that when this occurs both
vendors should be requested to submit offers. Instead, the
buyer, with his supervisor's approval, negotiated with only
one of the vendors.

The Merchandising Division Director, in December 1979,
asked headquarters merchandising groups to identify addi-
tional products which were suitable for competitive negotia-
tion. During the previous year, 14 categories of goods
amounting to approximately $52 million, or 3.7 percent of
headquarters' purchases, were obtained by this method, in-
cluding such items as vitamins, Christmas trees, flashlight
batteries, and blank recording tapes. Institutional foods,
which are used in AAFES snack bars and fast-food facilities,
accounted for about $21 million of the total.

Since December 1979, merchandising branches have identi-
fied 29 product categories with annual purchases of $25 mil-
lion for competitive negotiation. Contained in the new list
are such items as auto batteries, fire extinguishers, elec-
tric blankets, military clothing, mattress pads, and shoe
trees.

During cur review, management established a directive
to reiterate competitive negotiation and to expand the scope
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of its use. The directive sets forth the general circum-
stances under which the procedure will be utilized, and it
required headquarters groups to report monthly on the amount
of contrac¢ts awarded. However, it did not contain specific
criteria to identify products for competitive negotiation.

In addition, attention has only been directed to procurements
at the headgquarters level. AAFES was unable to quantify or
list the products which were brought through competitive
negotiation at other organizational levels because an infor-
mation system did not exist that could provide this data.
AAFES officials acknowledged that such a system would be use-
ful for oversight and said they would explore development of
such a system.

CPPORTUNITIES FCR IMPROVING
PROCUREMENT MANAGEMENT

AAFES could improve the management of its procurement
by establishing buyer accountability, reassessing and clari-
fying the merchandise selection committee function, and pro-
viding career paths and more training for its buyers.

Merchandise plans and goal setting
could increase buyer accountability

AAFES management has not required buyers to perform the
detailed planning common to larger retailers and necessary
for accountability and efficiency. Planning efforts are in-
consistent, lack documentation, and have been hindered be-
cause information systems do not generate enough data. The
AAFES merchandise planning system is not based on policy di-
rection or goals established by top management. Instead,
the detail and extent of planning is left to the discretion
of individual buyers and supervisors. A standard format for
plans has not been developed, and the AAFES procedures only
require plans for seasonal merchandise.

We obtained information from a national retailing asso-
ciation representing 35,000 retailers, from two major re-
tailers, and from literature on retail buying which showed
that, to achieve effectiveness and accountability, detailed
accurate merchandise buying plans are a must. Most large
retailers devise standard formats for buy plans, some actu-
ally print forms for their buyers' use. 1In compiling and
documenting the plans, the following information is used:

--Past market experience for each category of merchan-
dise.
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-~Complete previous year sales and markdown data broken
down by size, style, color, and vendor.

--Market strategies and customer information to deter-
mine major price groupings.

--Sales projections for the coming year and/or season
which reflect both goals and store level input,
usually expressed in units and dollars.

Retail industry officials told us that buy plans should be
compared to actual results and be monitored continually
using input from store managers and online sales information.

AAFES procedures for seasonal merchandise buy plans re-
quire the buyer, after reviewing the market, to Jjustify the
sources and items selected and the total dollars to be allo-
cated to each vendor. The procedures, however, are not spe-
cific regarding what is required in preparing and document-—
ing the plan. We interviewed five AAFES buyers and reviewed
files to determine how they developed plans for seasonal
merchandise. One buyer did not prepare plans even though
procedures required them for the type of merchandise being
procured. The remaining four buyers had plans which in-
cluded the required source, item, and cost information. How-
ever, two plans did not have documentation to support item
and source selection, and, in another case, the rationale be-
hind item selections was limited. In the last case, the
buyer had subjectively ranked vendors and products with some
justification for doing so. But the information was not as
detailed as that observed at the private retailer we visited.

The four buyers incorporated some data from store re-
quirements and warehouse issues into their planning; however,
units sold and the markdowns taken were not used because
present merchandising systems do not generate such informa-
tion. None of the plans indicated how well previous plans
were met and none contained information on whether the
merchandise would sell well.

AAFES is developing an information system which, when
implemented, should be capable of providing the data neces-
sary for better planning. Use of this data would give
buyers additional planning capability comparable with that
observed at major retailers. Also, more detailed planning
will enable AAFES to be more effective in such cost-saving
areas as contracting for definite quantities, which was
recommended in 1971 by a joint Army, Air Force, and -AAFES
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review team but has not been achieved for the majority of
merchandise procurement.

Buy plans can also be used as goals against which buyer
performance can be evaluated, thus increasing accountability.
In 1975 and 1977 reports, the AAFES Internal Audit recom-
mended that the merchandising division establish definitive
standards to evaluate buyer performance. Internal Audit
stressed the importance of such evaluation standards to call
management's attention to adverse buying trends. Although
merchandise division officials concurred in Internal Audit's
recommendation, definitive buyer evaluation standards have
not been developed.

Several factors have hindered AAFES in evaluating buyer
performance, including the lack of detailed merchandise
plans and retail sales feedback. National retailing offi-
cials told us that detailed buy plans were an absolute neces-
sity for providing buyer direction and for setting a per-
formance expectation against which the buyer's action can be
measured. Retail sales data becomes significant in determin-
ing whether a buyer is meeting the plan. Although AAFES is
now developing a system which should provide the capability
to capture data at the retail store level, such data alone
without detailed buy plans would not provide the basic cri-
teria to evaluate the impact of buyer decisions.

Merchandise selection committee function
needs clarification and reassessment

Merchandise selection committee procedures are unclear
on the method of vote counting to be used resulting in
(1) inconsistent application, (2) being ignored on occasions,
and (3) being subject to manipulation. Finally, selection
committees are a costly mechanism whose need should be
reassessed if AAFES adds strict accountability into its
buying process.

A merchandise selection committee is a major tool for
selecting items, and, according to AAFES, committees provide
an additional check and balance on the buyer to deter collu-
sion between a buyer and vendor or their representative.
Committees are composed of the buyer and up to 11 other
people. The committees choose, from competing products, the
items that AAFES should stock for the next year or longer.

Inadequate procedures on committee voting have caused

buyers to employ varying techniques for voting on selec-
tions and counting ballots. Further, a buyer desiring to
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manipulate a committee selection could do so simply by
changing the method of counting. We found five different
methods of recording and tallying selection committee votes
in the five committees we reviewed. When there are tie
votes, the buyer is supposed to negotiate further with the
selected vendors to obtain the best price. However, in one
case we examined, there was a tie, but instead of negotiating
with two vendors, an attempt was made to break the tie by
having the committee members vote a second time. This second
vote resulted in another deadlock, so the buyer's supervisor,
who was not a member of the committee, cast a ballot to end
the stalemate and provide a basis for sole-source purchase,

From January through September 1980, AAFES headquarters
convened 40 selection committees. Costs for such committees
are not routinely maintained; however, for 3 committees in-
volving 9 to 12 members and lasting from 2 to 9 days, costs
ranged from $5,000 to $25,000.

Career development paths should
be established for AAFES buyers

A trained and experienced buying staff could improve
the effectiveness and efficiency of the buying function. A
career path, which stipulates appropriate training and expe-~
rience necessary for each merchandising specialist level,
has not been established even though this is a necessary re-
quirement for any organization. At the time they were hired,
AAFES buyers generally did not have training and experience
in retail procurement.

Both our review and AAFES's current survey of procure-
ment revealed that AAFES retail personnel policies and prac-
tices differ from those in the private sector. For example,
AAFES has had a longstanding view that retail store or inven-
tory management experience is desirable when considering an
individual for a buying position. 1In the private sector,
however, individuals who hold positions similar to AAFES
buyers are hired, trained, and developed as buyers through-
out their career with the company. Private sector officials
we talked with considered retail store management and retail
buying as separate, distinct, and incompatible career paths.

At AAFES headquarters and at the regions, there are
gaps in the career ladder which have necessitated transfers
out of the retail buying areas to progress in the merchandis-
ing field. This situation is shown by the following table
of authorized merchandising assistant and/or specialist posi-
tions and actual staffing in grades 9 through 12.
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Merchandising grades

9 10 11 12

Headquarters:

Authorized 12 0 0 43

Actual 8 0 0 46
Regions:

Authorized 21 1 10 25

Actual 20 1 o 25
Totals:

Authorized 33 1 10 68

Actual 28 1 6 71

As shown above, unaltered progression from a grade 9
merchandising assistant to a grade 12 merchandising special-
ist at AAFES headquarters is impossible, and the chance of
such progression in the regions is extremely limited. Con-
sequently, personnel are subject to losing product knowledge
and technical buying skills they may have acquired.

A merchandising training
curriculum should be established

AAFES has not implemented a formal program to train in-
dividuals for buying positions, which was recommended aliwost
10 years ago. In June 1971 a joint Army, Air Force, and
BAFES review team concluded an indepth evaluation of AAFES
purchasing policies, procedures, and management practices.
In its report to the Chairman, Board of Directors, the re-
view team noted that AAFES lacked a career training program
for buying personnel. The review team recommended that
AAFES design ard implement such training programs which pro-
vide for completion of (1) courses on a recurring and pro-
gressively advanced basis and (2) prescribed cuurses d4s a
basis for assignment and advancement. No action was taken
until! August 1979, when AAFES began to develop a plan to es-
tablish training agreements which would allow AAFES to pro-
mote merchandising assistants with high potential within the
merchandising career field through accelerated training. As
of August 1980, the plan to develnp this training program is
still in the format i~ ~toraeq

Retail industry officials have emphasized to us that,
to establish an effective buying process, formal training in
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purchasing policies, procedures, and management practices was
absolutely necessary. The AAFES Internal Audit study found
that most private retailers had programs lasting from 3 to

5 years prior to the time the individual became a buyer.

AAFES BOARD OF DIRECTORS OVERSIGHT LACKING

The Board, in our opinion, needs to become more aggres-
sive in exercising its oversight responsibilities for direct-
ing and monitoring AAFES operations. Although the Board has
been apprised of individual cases of fraud in procurement as
they were identified, its members, until recently, never di-
rected AAFES to determine the extent of the problem in AAFES
operations. Furthermore, the Board has relied on management'
assurances that internal controls were sound without seeking
external or internal review of whether procurement policies
were carried out and its standards of conduct were enforced.

The Board is responsible for approving AAFES policies
and for insuring that these policies are carried cut effec-
tively.

From June 1976 to June 1980, Board minutes and memo-
randa showed that the Board was apprised on 11 occasions of
individual fraud investigations, of suspected misconduct oc-
curring at AAFES, and of AAFES fraud programs. For example,
in June 1979, the Board Chairman was provided information on
the activities of the Department of Justice task force which
showed 19 AAFES employees and 10 firms or their employees
were either known or suspected to be involved in misconduct
and actual fraud involving gratuities and kickbacks. Board
members were also briefed on the AAFES program to prevent
losses and detect fraud which primarily discussed AAFES'
physical security and employee theft detection efforts,

Even though the Board was apprised of these investigations,
they reacted passively and failed to direct AAFES management
to take actions to combat the problem.

In March 1980 the Board was briefed on the AAFES in-~
ternal audit of procurement which showed that AAFES procure-
ment regulations were not being followed in all instances.
At that meeting the Board cautioned AAFES management about
the noncompliance with procurement procedures; however, it
never directed AAFES management to take any actions to hold
managers accountable for not following procurement policies
and procedures.,
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At the Board's September 1980 meeting, we briefed the
Directors on our findings and suggested that they direct
AAFES to take actions to overcome the problems we identified.
At the meeting, the Board directed the Commander, AAFES, to
act on the following:

—--Arranging for the Army Audit Agency to review adminis-
trative controls in AAFES.

~-Providing the Board with a report on white-collar
crime to include any trends that are evident.

--Instituting a system of controls which stresses pre-
vention of white-collar crime.

--Reviewing current controls for adequacy and institu-
ting new controls, if needed.

-~Assuring compliance with policies and procedures and
exacting uniform and equitable disciplinary action
for noncompliance.

CONCLUSIONS

The number of cases of fraud in AAFES procurement iden-
tified by the Department of Justice task force indicates
that a serious problem exists. We believe AAFES management
has been slow to recognize the existence of fraud but is now
acting to combat it. AAFES initiatves are commendable; how-
ever, a systematic strategy will be needed to overcome the
problem. This strategy will require as much knowledge as
possible about how, where, and why fraud can occur in AAFES
operations. 1In developing a system of management controls
to deter fraud and reduce the likelihood of waste, AAFES
will need to (1) monitor actions taken to enforce its stand-
ards of conduct and to hold managers accountable for compli-
ance with policies and procedures, (2) analyze past instances
of fraud to determine system weaknesses, (3) provide for per-
iodic audits to make sure that controls are effective, and
(4) assess exchange operations to determine vulnerability to
fraud and waste.

The Board needs to be more aggressive in exercising its
oversight role. The Board has a duty to insure that the in-
terests of Army and Air Force military personnel are pro-
tected from fraud and waste and that its policies are effec-
tively implemented. Although informed of instances of fraud
and lack of compliance with policies and procedures, the
Board failed to direct AAFES management to take corrective
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actions. We believe that actions directed by the Board in

September 1980 should strengthen AAFES internal controls if
the Board remains vigilant and makes sure its policies are

properly implemented.

RECOMMENDATIONS

We recommend that, to strengthen AAFES internal controls
and to deter fraud, waste, and abuse in its procurement op-
erations, the Secretary of Defense direct AAFES to:

—--Develop a management information system to provide
data on the nature and extent of fraud, waste, and
-abuse in its programs.

--Develop a system of management controls to deter
fraud and reduce the likelihood of waste.

-~-Improve its management of procurement by (1) estab-
lishing a results-oriented buying capability with
detailed buy plans and buyer performance evaluations,
(2) clarifying criteria and identifying opportunities
for increasing competitive procurement, (3} enhancing
buyer performance by providing procurement career
paths and training programs, and (4} requiring per-
iodic audits of contracts for pricing compliance.

AGENCY COMMENTS

AAFES officials generally agreed with our findings and
recommendations. AAFES has initiated a number of actions
which, we believe, will strengthen its controls and enhance
procurement operations. (See app. I for a discussion of
these actions.)

AAFES said that, in August 1980, it began developing a
management information system which will gather data from
all appropriate sources for analyses and decisionmaking.
AAFES stated that it planned to use the information for
trend analysis AAFES-wide and toc keep the Board informed on
all aspects of fraud, waste, and abuse.

AAFES commented that it was actively reemphasizing
every aspect of management controls and requested the Army
Audit Agency to review its administrative controls over
procurement. Alsc an indepth study of the adequacy and
enforcement of AAFES standards of conduct is underway which
will include the establishment of tables of punishment for
effective and equitable treatment.
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AAFES said it was developing and implementing a
merchandise management master plan which will include a
comprehensive plan for each commodity. AAFES stated that,
after the plan is implemented, it will reassess its use
of selection committees. AAFES agreed with the desirabil-
ity of expanding competitive procurement and established

criteria for identifying products to be purchased under
this method.

AAFES said it recognized the need for an improved
career path with appropriate training and experience and

is undertaking a review of its headquarters staffing
structure.

AAFES said it was working with the other exchange
systems to develop policies and procedures for audits
of contract pricing compliance.
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CHAPTER 3

MORE AGGRESSIVE ACTIONS ARE NEEDED TC COMBAT

FRAUD AND WASTE IN NAVY EXCHANGES

Navy exchanges, like other retail operations, are sus-
ceptible to fraud and waste and must have strong internal
controls to minimize it. NAVRESSO lacks an adequate manage-
ment information system to identify instances of bribes,
kickbacks, gratuities, and conflict-of-interest violations in
Navy exchange operations. We found that local enforcement
of violations of NAVRESSO's standards of conduct was not mon-
itored in a systematic way, noncompliance with policies and
procedures was extensive, and NAVRESSO and the exchanges
could have been more timely in correcting some reported de-
ficiencies. If this situation is not corrected, the in-
ternal controls will not be effective and the potential for
fraud will increase. Finally NAVRESSO's internal audit of
exchange operations must be improved to provide a more pro-
fessional evaluation of its internal controls.

Since our review began, NAVRESSO has increased its em-
phasis on resolving some longstanding problems and has ini-
tiated actions to combat fraud and waste. Specifically,
NAVRESSQO has

-~established a system to restrict the rehiring of per-
sons who have been fired as a result of a wrongdoing
or who resigned while under investigation;

~-~established a requirement that all fraud cases will
be brought to the attention of the Commander,
NAVRESSO;

~--increased emphasis on systemwide buying;

——-established a registration system for vendors and
representatives; and

--requested higher command approval to permit the Com-
mander, NAVRESSO, to submit supplemental performance
ratings on naval exchange officers.

But NAVRESSO needs to do more. The management informa-
tion system needs to be improved to identify the nature and
extent of known fraud and to help assess exchange vulnerabil-
ity to it. All fraud cases should be analysed to determine
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the potential for fraud at other exchanges. NAVRESSC should
make sure that appropriate actions are taken against employ-
ees and vendors involved in fraud. The internal audit func-
tion needs an overhaul to improve its independent and objec-
tive evaluation of exchange operations. Its standards of
conduct must be uniformly enforced, and managers must be held
accountable for following policies and procedures.

The Naval Supply Systems Command review groups have
made numerous recommendations to improve procurement and
personnel management controls at NAVRESSO and the Navy ex-
changes. However, the Commander, Naval Supply Systems Com-
mand, has not made sure that appropriate actions are taken
on all findings and recommendations which he considered
valid.

REPORTING SYSTEM INADEQUATE

NAVRESSO does not have an adequate system to inform
management of bribes, kickbacks, gratuities, and conflicts
of interest in exchange operations. NAVRESSO's office of
security receives a number of reports on incidents occurring
at the exchanges. However, the data is not compiled in a
format usable by management. For example, exchange incident
reports primarily concern shoplifting, burglary, and robbery,
while information on bribes and gratuities and conflicts of
interest are included in an "other" category. The other
category also includes data on bomb threats, sabotage, riots
and any other unlawful acts occurring at the exchanges.

Thus NAVRESSO is unable to quantify the extent of Xnown or
reported incidents of bribes, kickbacks, and conflict-of-
interest vioclations or where it is occurring.

There have been 45 investigations of procurement-related
fraud during the 5-year period ended December 31, 1979.
Forty-two individuals were investigated for standards-of-
conduct violations involving alleged procurement irreg-
ularities and conflicts of interest. Six individuals in
procurement positions were also investigated for standards-
of-conduct violations involving alleged theft and larceny
of exchange assets, and there were four investigations for
attempted bribery of exchange employees. Furthermore, there
were four investigations of alleged procurement irregulari-
ties and attempted bribery occuring in the Navy's ships'
stores afloat.

Most of the fraud investigations were terminated by the
Naval Investigative Service because (1) the allegations were
determined to be invalid, (2) further investigation was
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considered to be nonproductive (the facts did not justify
further investigative efforts), or (3) the culpable parties
could not be identified. 1In 16 completed investigations,
however, culpable parties were identified, 13 involved al-
leged gratuities or attempted bribery by vendors and repre-
sentatives, and 3 related to larceny cases. Ten investiga-
tions into bribery, procurement irregularities, and conflicts
of interest were still open at the time of our review, and,
according to Investigative Service officials, they were also
opening several other investigations of matters referred
from the Department of Justice task force.

Although these statistics do not depict a widespread
problem of fraud, NAVRESSCO lacks an information system which
could provide auditeors and investigators alike with the data
necessary to determine trends, assess vulnerability, and en-
hance investigative and preventive efforts. The problem may
be more seriocus because there has not been adequate followup
on investigative reports to determine whether the potential
for fraud existed at other Navy exchanges which purchased
goods from the same vendors. (See p. 31 for further discus-
sion of this matter.)

ENFORCEMENT OF STANDARDS-OF-
CONDUCT VIOLATIONS NOT MONITORED

NAVRESSO has not systematically monitored fraud investi-
gations to determine whether Navy officials in charge of the
independent Naval exchanges are taking action to discipline
employees involved in improprieties or fraud and taking ap-
propriate actions against vendors or their representatives
inveolved. Such actions are important administrative con-
trols because they not only provide critical data for mean-
ingful analysis but also convey to employees and vendors
alike that management will respond aggressively to viola-
tions of the standards of conduct. Administrative actions
against vendors are also important to protect the Govern-
ment's interests in the case where other agencies may be
doing business with the same vendors and to deter others
from offering gratuities or bribes.

Administrative actions against vendors are prescribed
in Defense Acquisition Regulations and include debarment and
suspension which basically prohibits a vendor from doing
business with the Navy and/or other executive branch agen-
cies. Generally, the maximum period of debarment is 3 years
and suspension is 18 months. Some of the causes set forth
in the regulations for debarment and suspension actions in-
clude (1) conviction or suspicion based on adequate evidence

27



of fraud in obtaining, or attempting to obtain, a contract or
the commission of an offense indicating a lack of business
integrity, (2) clear and convincing evidence of a violation
of contract provisions, including violation of the gratuities
contract clause, and (3) for other cause of such serious and
compelling nature which brings into question the vendor's
responsibility as a Government contractor.

We attempted to obtain information on the disciplinary
actions taken against employees who were found to have vio-
lated Navy's standards of conduct and the administrative
actions taken against the vendors. We were unable to deter-
mine what actions were taken because of a lack of data.
Therefore, we asked NAVRESSO, on June 18, 1980, to provide
us with information on actions taken by them or exchange of-
ficials against employees and/or vendors on ll investigative
cases where violations occurred according to records at the
Naval Investigative Service. On September 29, 1980,
NAVRESSO responded to our gquestions; but after taking more
than 3 months to gather the data, their response was incom-
plete in some cases, and in others their responses showed
that actions were not always taken. The following table
lists the cases and the disciplinary and debarment and/or
suspension actions taken.
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Nurber of

employees
Case Type involved
1 Kickbacks 1
2  Attempted (a)
bribery
reported
by employee
3 Conflict of 2
interest
4 Larceny 1
5 Gifts 1
6 Conflict of 2
and interest
7 and gifts
8 Gratuities 3
9 Gratuities 5
and larceny
10 Falsifying 3
procurement
documents
11 Attempted {a)
bribery
reported by
employees

a/Not applicable.

Action

Suspended—
later resigned.

(a)

One employee
received a non-
disciplinary
verbal reprimand.
Other employee
received none.

NAVRESSO could
not provide data.

15—-day suspension

NAVRESSO could
not provide data.

None

One employee sus—
pended and later
resigned. Action
on others pending
grand jury pro-
ceedings.

NAVRESSC could
not provide data.

(a)

29

Number of
vendors

1

(a)

Action
None—firm went
out of business
after pleading
quilty to fraud.

Debarred

None

(a)

None

NAVRESSO could
not provide data.
None

Pending outcane

of grand jury
proceedings.

NAVRESSO could
not provide data.

None



AND PROCEDURES IS EXTENSIVE

Although there are prescribed purchasing and merchan-
dise controls, our review of NAVRESSO field inspection and
audit reports revealed numerous violations and noncompliance
with controls at the exchanges and at NAVRESSO. If manage-
ment allows widespread noncompliance to continue, over time
the effectiveness of its internal controls will deteriorate
and a permissive envirconment will exist, contributing to
fraud and waste in the system.

Two Navy investigations of alleged fraud made in 1978
illustrate the failure to comply with internal controls span-
ning the entire purchasing process. The violations included
lack of competition, buying locally at higher prices than
negotiated by NAVRESSO, failing to determine quantity re-
guirements, adding items to the inventory without justifica-
tion, ordering and receiving merchandise without required
documentation, paying for merchandise that exceeded order
quantity, failing to obtain approvals on purchasing and mer-
chandise forms, failing to prepare merchandise control forms,
and lack of separation of duties (the person buying was also
receiving the merchandise). Investigative reports showed
that as a result of these violations, excessive merchandise
was bought which, in some instances, had to be marked down.
In addition, the exchanges paid higher prices than necessary
for the merchandise purchased, some of which was of poor
guality,

¥ven though the noncompliance contributed to the al-
leged wrongdoings, management had not corrected the problem.
Subsequent audits at the two exchanges continued to show
noncompliance in the areas of lack of competition, improper
preparation of merchandise control forms, and failure to
follow prescribed receiving procedures and payment controls.

As part of its responsibility for overseeing exchange
operations, NAVRESSO merchandising and procurement staff
make advisory visits to the exchanges to review individual
department operations, train exchange staff, and provide
technical and administrative assistance in correcting and
resolving management problems. During 1979 NAVRESSO made
112 such visits to 50 exchanges and 5 support complexes.
NAVRESSO also makes about 80 internal audits of exchange op-
erations annually. We reviewed all NAVRESSO advisory visits
for 1979 and 12 audit reports prepared in 1980. Many of
these reports indicated that noncompliance with established
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policies, procedures, and plans was a common and continuing
problem throughout the exchange system. Exchange management
agreed with these findings.

The 12 audit reports showed noncompliance findings such
as lack of competltlon, failing to obtain approvals, exces-
sive purchases, not maintaining adequate stock controls, and
failing to plan procurements. In eight reports, findings
were repeated from previous audits or advisory visits. For
example, at one exchange the audit report showed that fail-

.
K a and +a nlan fAry mramrniramanta
ing to follow stock controls and to plan for procurements

was causing out-of-stock conditions for high-demand items
and excess inventories of slow-moving items. The audit re-
port stated that numercus advisory visits had reported on
these problems but they continued to exist. At another ex-
change internal audits from 1974 to 1980 showed continued
noncomp;1ance resulting in inadequate stock control, exces-
sive inventories, lack of competition, lack of separation of
duties, and buying locally at prices higher than negotiated
by NAVRESSO.

Noncompliance was also evident at NAVRESSO headquarters.
Prior inspections and contract management reviews made by
the Naval Supply Systems Command reported numerous instances
in which buying practices did not follow policies and proce-
dures. For example, in March 1979 a Naval Supply Systems
Command review at NAVRESSO pointed out instances in which
buyers failed to follow regulations and instructions and con-
cluded that major efforts must now be made to insure compli-
ance at all operating levels.,

Also the lack of documentation and supervisory review
continues to be a problem. NAVRESSO utilizes merchandise
councils to review and approve additions and changes to its
contracts. These councils are required to document the basis
for their decisions regarding new items or vendors, signifi-
cant price changes, and deleted vendors. We reviewed one
council's proceedings on 152 actions covering new items, new
vendors, price changes, and deletions from July to Deceuwber
1979. There was no documentation to show what decisiouns
were reached on 35 of the 152 actions, and justification for
council decisions were not documented in 59 instances.

FOLLOWUP ON FRAUD CASES NEEDED

NAVRESSO had no systematic program to followup on
fraud investigations to determine whether the potential for
fraud existed at other exchanges. Our review of two 1978
investigations previously discussed and other records at
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NAVRESSO indicated a potential for fraud at other Navy ex-
changes. At the time of our review, the vendors involved in
these two investigations were doing business with 15 other
exchanges, The following illustrates what we believe are
indications of possible fraud, which should have been looked
into:

—--At one exchange, the department serviced by a vendor
involved in one case had excessive inventories and
was not properly accounting for stock on hand. The

1
vendor's products contributed to part of the excesses,

and there was evidence that poor quality merchandise
was sold to the exchange.

--At two exchanges, the department serviced by the ven-
dor in the other case had excessive inventories.
Also, the exchanges were buying the vendor's products
at higher prices than similar products available on
NAVRESSO contracts.

NAVRESSO cofficials said they would followup on these cases.

OVERHAUL OF INTERNAL AUDIT
NEEDED TCO MAKE IT EFFECTIVE

Internal audits of exchange operations do not provide
an adequate professional evaluation of internal controls be-
cause they lack the independence, time, and qualified staff
needed to perform effective audits. The head of internal
audit and the audit team leaders are military officers whose
independence has been impaired because they previously served
in management capacities in the exchange system. Besides
qualified auditors, the audit teams include specialists who
also serve in an advisory capacity to the exchanges being
audited. 1In addition, NAVRESSC has not been auditing its
contractors for compliance with contract provisions.

The public accounting firm hired by NAVRESSO to conduct
annual financial audits reported, on three occasions, defi-
ciencies in the internal audit function. 1In 1977, 1979, and
1980, the public accountants sent management letters to the
Commanders of NAVRESSO and the Naval Supply Systems Command
criticizing internal audits for insufficient documentation
supporting audit reports, lack of supervisory review, and
use of merchandising specialists who are unqualified to per-
form financial audits.
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The internal audit function is headed by, and audits
are staffed with, individuals who have been involved in the
management and operations of the exchanges being audited.
This creates an inherent conflict of interest which could
compromise the independence needed to make internal audits
effective. The Navy's practice has been to assign military
officers to head the unit and to lead the audit teams who
previously were exchange officers., Also, the audit teaus
are composed of qualified auditors augmented by specialisls
from NAVRESSO's merchandising divisions who are responsible
for advising and assisting exchanges in their day-to-day
operations.

A NAVRESSO division director recognized the independ-
ence problem in a February 1980 memorandum sent to NAVRESSO's
top management. The director said:

“"This arrangement creates a situation during
the rest of the year whereby these specialists
provide advice and assistance to the same per-
sons they inspect. Over periods of time, pro-
fessional or personal friendships are developed
making an unbiased audit difficult."

Insuff1c1ent time allowed

to conduct proper audlt

The quality of audits of exchanges could be signifi-
cantly improved if sufficient time were allowed for them.
NAVRESSO's Internal Audit examines each Naval exchange every
2 years. The audit team is generally allowed 5 to 10 days
for the review, regardless of exchange size. Sales in 1979
varied from about $500,000 at small exchanges to $45 million
at a large exchange.

We examined workpapers and reports and held discussions
with the auditors relating to audits of six exchanges made
during the period January 1976 and December 1979. We noted

the following problems which appear related to the lack of
time:

——Team membtrs SLgned off that audit steps were per-

[ R S L VLU ¥ T 2 AMULLOUES LoLld Uus
thdt they had to do s0 because insufficient time was
provided to do all of the audit work. (This occurred
at five exchanges.)
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--Team members seldom identified underlying causes;

thus, recommendations were not directed toward resolv-
ing problems such as excessive inventories. (This

cccurred at all exchanges.)

--Findings in audit reports were not supported by work-
papers. (This occurred at five exchanges.)

--Team members only tested records for recent months be-
cause time did not permit finding older records.
(This occurred at all exchanges.)

Audits not conducted professionally
and in accordance with standards

We have set standards for audits of governmental orga-
nizations identifying the elements of a quality audit.
NAVRESSO's audits were not made with due professional care
in accordance with those standards.

Our standards provided that (1) audits be made by com-
petent persons, (2) findings and conclusions be based on
evaluation of all pertinent facts and supported by documenta-
tion, and (3) underlying causes should be identified to de-
termine appropriate corrective action.

As described in the preceding sections, these standards
were not being met. The lack of sufficient time for the
audits and the heavy dependence on persons other than audi-
tors are the major reascons for failing to comply with our
standards.

Contracts not audited

Although NAVRESSO spends almost $1 billion for goods
and services, these contracts are not audited for compliance
with contract terms. We found that NAVRESSO did not comply
with Defense policy by failing to include a provision in its
contracts giving the contracting officer or his representa-
tive access to records. NAVRESSO officials explained that
this omission was due to their misinterpretation of a prior
change in Defense policy.

We made a limited test of six contracts and found in-
stances of overcharges on two of them. We brought these to
the attention of NAVRESSO officials, and they obtained a
$2,300 refund on one contract and are negotiating with the
other vendor for a refund.
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INITIATIVES TO PREVENT FRAUD AND WASTE

During our review we identified NAVRESSO efforts to
(1) make concerted efforts to increase systemwide buying in
order to obtain lower prices, (2) develop needed procurement
training programs, and (3) improve screening of personnel
assigned to positions of trust. Also, NAVRESSO initiated
actions to register vendors, provide supplemental ratings of
exchange officers, and increase oversight of matters relat-
ing to cases cof fraud.

Systemwide procurement enphasized

In their 1973, 1975, 1976, and 1979 reports, Naval
Supply Systems Command inspectors recommended more use of
systemwide procurement.

The 1979 report estimated that savings of about 20 per-
cent were achievable using this method. Also, at meetings
in 1976 and 1979, NAVRESSO's advisors from the private sec-
tor stressed the advantages of systemwide buying, including
acting as a deterrent to fraud which is potentially more
prevalent in decentralized buying operations. While concur-
ring in these recommendations, NAVRESSO said that staffing
limitations hindered its ability to meet its goal of 300
systemwide procurements.

During 1979, NAVRESSO had 68 systemwide contracts for
resale merchandise valued at about $26 million. It also
had 23 such contracts for supplies and equipment which
totaled $5 million. Total procurements for 1979 was about
$909 million.

During our review NAVRESSO increased its efforts in
this area. In January 1980 an office was created in the con- |
tracting division to help meet its goal of 300 contracts by
the end of 1980. Additional staff were assigned in April
1980. 1In addition, NAVRESSO officials identified 264 con-
tracts with annual procurements totaling at least $29 mil-
lion for possible systemwide procurement. Because of their
success thus far, NAVRESSO officials increased their goal
to 1,100 systemwide contracts by the end of 1982.

Training to be given

NAVRESSO has been slow to provide needed training to
its procurement staff. In six reports between 1970 and 1979,
Navy inspectors recommended that formal training in procure-
ment be given to NAVRESSO and field staff; but NAVRESSCO took
no action until we began our review.
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NAVRESSO has developed a training course which will
cover all aspects of the procurement cycle. The course is
being given to all personnel involved in purchasing starting
in the fall of 1980.

Personnel screening improved

In 1976 and 1979 r

the need for NAVRESSO to develop an effective system to
screen personnel before assigning them to positions of trust.
In August 1980, NAVRESSO implemented a mechanized system to
provide data on employees who have received unsatisfactory
performance ratings or disciplinary actions, have been ter-
minated for cause, or resigned while under investigation.

For promotions or rehires, the selecting official will use
this data to determine suitability and submit a recommenda-
tion to a review board and to the Commander, NAVRESSO, for
approval.

NAVRESSO instituted a vendor registration system at
Navy exchanges in January 1980 and at its headquarters in
June 1980 similar to the one adopted by AAFES. This system
was adopted as a result of our previous report L/ which
showed that NAVRESSO had no method for detecting potential
violations of conflicts of interest. The system will also
be used as a reference source to rescolve problems with repre-
sentatives and vendors.

In March 1980, NAVRESSO issued instructions to all ex-
change employees reminding them of the requirement to apprise
the Commanding Officer, NAVRESSO, of all investigations into
alleged malfeasance or improprieties. Exchanges were in-
structed to provide timely information on all major events
occurring during the investigation, including the final dis-
position of the case. In October 1980, the Navy issued in-
structions for exchanges to follow in taking actions against
persons involved in wrongful acts. These instructions em-
phasized the need for the exchange officer to take prompt
and appropriate action against wrongdoers and provided guide-
lines to insure consistency in disciplinary actions.

1/"Employee Standards of Conduct: Improvements Needed in
the Army and Air Force Exchange Service and the Navy
Resale System Office" (FPCD-79-15, Apr. 24, 1979).
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NAVRESSO issued guidelines in September 1980 to assist
Navy exchanges in developing comprehensive programs for the
prevention of fraud, waste, and abuse. Exchanges were di-
rected to establish fraud, waste, and abuse prevention com-
mittees, whose purpose is to review operations and to reduce
unauthorized deviations from approved policies and procedures.
As part of this prevention effort, the guidelines also require
exchange officers to take disciplinary action against indi-
viduals who viclate established procedures.

Navy officials also recommended a change toc Navy poli-
cies to permit the Commander, NAVRESSO, to give supplemental
performance ratings on naval exchange officers who are now
being rated by base commanding officers. 1In a July 1980 let-
ter to higher command, the Commander, Naval Supply Systems
- Command, supported this change. e stated that:

"* % * Thig change in policy is considered to be
warranted because of the congressional, GAO and
DOD interest in the Fraud, Waste and Abuse Pro-
gram and in the interest generated by the news
media as to fraud and corruption in the opera-
tion of Navy Exchanges. As the Program Manager,
the Commander, Navy Resale and Services Support
Office, would be in a better position to ensure
that Navy Exchange officers maintain system in-
tegrity over internal controls, standards of con-
duct, recordkeeping accountability and overall
responsibility for the efficient operation of
their exchanges * * * "

NAVAL EXCHANGE OVERSIGHT NEEDS STRENGTHENING

The Commander, Naval Supply Systems Command, needs to
more aggressively carry out his responsibilities for direct-
ing and controlling NAVRESSO operations. 1In May 1976 the
Commander recognized the seriousness of the problem when he
stated to the Navy Resale System Advisory Committee 1/:

1/The Navy Resale System Advisory Committee was established
in 1946 by the Secretary of the Navy. The Committee is
composed of experts from the private sector in merchan-
dising, finance, and business administration. This
Committee reviews various policies and operations of the
Navy's resale system and makes recommendations for improve-
ments in these areas. '
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"I've noticed an increasing number of investiga-
tions being conducted by the Naval Investigative
Service of allegations against individuals for
improper conduct, for steering business in cer-
tain directions, for taking entertainment that
is clearly out of line according to our stand-
ards * * * "

At this meeting, he indicated that, on the basis of a study
of these and other problems, he concluded there was no alter-
native, except to tighten controls and strictly enforce them.
Yet our findings demonstrate that all of the problems have
not been effectively resolved.

As discussed in the above sections, Naval inspectors
have reported similar findings both prior to and subsequent
to that meeting. Yet, even though exchange officials agreed
with the findings and recommendations, corrective actions
were not taken prior to our study. Furthermore, on three oc-
casions since then, the public accounting firm has reported
inadequacies in the internal audit function, but no actions
were taken to correct them.

CONCLUSIONS

The potential for fraud exists in the Navy's exchange
system because of some weaknesses in internal controls and
noncompliance with policies and procedures. The Commander,
NAVRESSO, needs to strengthen controls by improving his in-
ternal audit organization and making sure that managers are
held accountable for compliance with policies and procedures.

S8ince our review began, NAVRESSO has taken some steps
to improve controls, but more needs to be done. More knowl-
edge will be needed on the nature, extent, and trends of
fraud, waste, and abuse to overcome the problem. Also strict
enforcement of standards of conduct will be necessary to
maintain system integrity.

We also believe that Naval Supply Systems Command over-
sight of the exchange system needs improvement. The Com-
mander has a duty to insure the integrity of the Navy's ex-
change system to protect the interests of naval personnel
from fraud and waste. Although informed of instances of al-
leged improprieties and ccntinued problems in procurement,
internal audit, and personnel management, the Commander has
not made sure that effective actions tc correct the problenms
were implemented.
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RECOMMENDATLONS

We recommend that, to strengthen internal controls and
to deter fraud and waste, the Secretary of Defense direct
NAVRESSO to:

“-Develop a management information system to provide
data on the nature and extent of fraud and waste in
exchange systems.

-~-Develop a system of management controls to deter
fraud and reduce the likelihood of waste.

.=-0verhaul the internal audit function by (1) assigning
a person to head the unit whose independence has not
been impaired, (2) staffing audits with more quali-
fied auditors, and (3) providing sufficient time to
make audits properly and in accordance with our audit
standards.

--Comply with Defense policy to give the contracting
officer or his representative access to contractor
records and make audits for compliance with contract
terms.

In addition, we recommend that the Secretary of Defense
direct the Naval Supply Systems Command to exercise more
active leadership to insure NAVRESSO is taking prompt and
effective actions to overcome problems identified in its
operations.

AGENCY COMMENTS

The Navy generally agreed with our findings and recom-
mendations and initiated a number of actions which, we be-
lieve, will strengthen its controls to deter fraud and waste.
The Navy said it was establishing fraud, waste, and abuse
subcommittees at four levels of exchange management and that
it had initiated a program to receive, review, and analyze
causative factors on all cases reported to the Naval Inves-
tigative Service.

The Navy commented that actions were being taken to
create a management information system on personnel who have
a history of unsatisfactory work performance or who have been
disciplined for abuse or mismanagement to preclude their
transferring or rehiring.
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The Navy said it was taking steps to improve the in-
ternal audit function., Additional time would be provided
where justified, and a study was underway to determine the
practicality of functional audits, including the type of per-
sonnel to be utilized.

The Navy stated that NAVRESSO would revise its contract
provisions to include the prescribed access-to-records clause
and make arrangements to conduct audits of contracts for com-
pliance with contract terms.

The Navy stated also that the Commander, Naval Supply
Systems Command, would intensify current ongoing initiatives
to exercise more oversight. The initiatives were in the fol-
lowing areas (1) Navy Resale Advisory Committee, (2) inven-
tory losses, (3) contracting management reviews, (4) policy
guidance, (5) command inspections, and (6) financial over-
sight. (The Navy's comments are included as app. II.)
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CHAPTER 4

OSD SHOULD STRENGTHEN OVERSIGHT

AND POLICIES GOVERNING EXCHANGE OPERATIONS

0OSD needs to take a more active role in overseeing ex-
change operations and to establish a mechanism to obtain the
information necessary to more effectively fulfill its over-
sight responsibility. 1In addition, 0SD's nonappropriated
fund acquisition policy is not consistent with its policies
governing appropriated fund procurements by not requiring
(1) the use of formal advertising where practicable and
(2) a provision in negotiated contracts allowing us separate
authority to examine contractors' records. At our sugges-
tion, 0OSD has amended its personnel screening policy to in-
sure uniform application by the services and to prevent the
hiring of individuals with unsuitable backgrounds.

OSD LACKS AN EFFECTIVE
MONITORING AND FEEDBACK SYSTEM

OSD does not have a system to be apprised of what is
happening in the exchanges. It does not receive exchange
internal audit reports, special studies, or investigative re-
ports on exchange operations unless it requests them. Be-
cause of staffing limitations, its personal knowledge of
operations is restricted. Consequently, OSD was generally
unaware Of the seriousness of exchange problems and the lack
of action to correct them.

Within the Office of the Assistant Secretary of Defense
(Manpower, Reserve Affairs and Logistics), only one offi-
cial is responsible for monitoring exchange activities. Al-
though exchanges constitute a major segment of his Assistant
Secretary's responsibility, he is also responsible for other
activities, such as alcohol package stores, clubs, libraries,
and sports programs. He said that his responsibility is pri-
marily limited to issuing broad policy statements. He does
not become involved in the management and operation of ex=
changes, and a significant amount of his time is devoted to
answering congressional inquiries.

OSD, in response to a December 1979 newspaper article
alleging fraud in exchanges, requested the exchange systems
to provide a list of actions taken to deter and/or detect
fraud. In addition, OSD requested the systems to provide a
list of prospective actions being considered for future jim-
plementation and recommended changes to Defense policy.
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AAFES replied in January 1980 that its current system of in-
ternal control is adegquate to deter fraud and other illegal
activities. AAFES reported that it was instituting a regis-
tration system for vendors. NAVRESSO stated it considers
its management controls to be sound, and it did not recom-
mend changes in Defense policy.

In addition, because of reports of problems with fraud
and large inventory losses in the exchange systems, OSD, in
February 1980, requested the Defense Audit Service to make
a special study. The Audit Service was asked to (1) review
the adequacy of the services' audit support and the adequacy
of internal exchange audit functions in precluding or detect-
ing fraud or mismanagement, (2) analyze negative performance
indicators (e.g., inventory loss rates, invoice payment er-
rors, and bad check incidence), and (3) review procurement
practices as they relate to increasing the percentage of
contracts and dollar value of exchange merchandise procured
competitively. The study was underway when we completed
cur work.

In March 1980, 0SD concluded that staff support and
oversight currently provided to the exchange systems by the
military departments needed to be expanded. It directed the
Assistant Secretaries of the Army, Navy, and Air Force (Man-
power, Reserve Affairs and Logistics) to establish a formal
inter-service working group to develop, exchange, and review
the policies and procedures related to fraud prevention and
detection. It directed the services' nonappropriated fund
instrumentalities, acquisition offices, and investigative
agencies to share information and for departments to take
action as is warranted by its own investigation.

In a related area, we noted that OSD strengthened its
oversight of the military commissary program by establishing
a Defense Commissary Executive Board in October 1980. The
Board is a policymaking group empowered to set goals, evalu-
ate performance, and provide guidance to the services in the
operation of their respective commissary systems. The Board
will be composed of the following voting members:

--Deputy Assistant Secretary of Defense (Military Per-
sonnel Pclicy) (Chairman).

--Deputy Assistant Secretary of Defense (Supply, Main-
tenance and Transportation).

--Commander, U.S. Army Troop Support Agency.
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--Commanding Officer, Navy Resale and Services Support
Office.

--Commander, Air Force Commissary Service.

--Director, Facilities and Services Division, Headquar-
ters, U.S. Marine Corps.

PROCUREMENT POLICIES SHOULD BE STRENGTHENED

Unlike policies governing contracting with appropriated
funds, 0OSD does not require the services to use formal adver-
tising procedures nor provide for separate GAQ access to con-
tractor's records when contracting with nonappropriated funds.
During our review we brought these matters to 08SD's attention,
and it is studying whether these policies should be changed.

The Armed Services Procurement Act requires formal ad-
vertising for procurements with appropriated funds unless
exceptions are justified. However, Defense Instruc-
tion 4105.67 establishes as policy that acquisition with non-
appropriated funds will be done primarily through competi-
tive negotiation. It permits formal advertising provided
the services determine that the method is more advantageous.
However, none of the contracts awarded by AAFES or NAVRESSO
during the past few years used the formal advertising method.
Exchange policies state that procurement will be through
negotiation on the basis of full and free competition, as
distinguished from formal advertising. We recognize that,
because of brand preferences, formal advertising wmay not be
appropriate for most purchases of resale merchandise; how-
ever, AAFES spends about $90 million on construction in ad-
dition to concession contracting and purchases of supplies
where such procedures can be used.

After we pointed out the inconsistency in these poli-
cies in February 1980, 0SD asked the Defense Morale, Welfare,
and Recreation Coordinating Committee to study whether the
policy should be changed. Its study has not been completed.

The same Defense instruction directs the services to in-
clude a clause in their negotiated contracts valued in excess
of $2,500 which gives the contracting officer or his repre-
sentative access to the contractor's records to assure com-
pliance with contract terms. The instruction does not call
for a separate provision giving us independent access to the
contractor's records, which is the case in appropriated fund
purchases. Because we believe that such access is necessary
to fulfill our oversight responsibilities, we suggested, in
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June 1980, that OSD revise the instruction to give us the
necessary authority. OSD was considering making this change
when we completed our work.

LOOSE PERSONNEL SCREENING PRACTICES DO
NOT PROVIDE ADEQUATE HIRING SAFEGUARDS

0SD did not assure itself that the exchanges had prop-
erly implemented its hiring and placement policy. Depart-
ment of Defense Instruction 1401.1M, Personnel Policy Manual,
establishes the general policy that proper recruitment, se-
lection, and placement procedures are vital factors in the
development of a viable and effective work force. The pol-
icy delegated to the exchanges considerable latitude in
developing and administering their own personnel practices
and provides general guidelines to the exchanges in develop-
ing recruitment and employment procedures. The policy also
suggested the exchange services use, as a guide, the suita-
bility provisions governing the hiring of Federal civil
service employees, which provide that the conduct to be con-
sidered should include delinquency or misconduct in prior
employment and criminal or dishonest conduct. Defense policy
also provided that recruitment and employment procedures
should at a minimum include a submission of a complete and
accurate application form, reference checks, and any security
and/or other preemployment investigations the exchanges deem
necessary.

To properly apply suitability criteria, an adequate
background investigation must be conducted. At AAFES, we
found that suitability criteria existed, but background in-
vestigations were conducted only for individuals having ac-
cess to classified information. At NAVRESSO, we learned that
background checks have been made since 1970; however, accord-
ing to NAVRESSO officials, they had no written criteria to
determine suitability.

At our suggestion, 0SD amended its policy to require
(1) a favorable background investigation for applicants to
positions of trust and (2) applicants' suitability be deter-
mined by using the pelicy governing Federal civil service
employees and those not meeting the criteria could only be
hired with the approval of the local commander.

CONCLUSIONS

We believe that, because of O8D's limited involvement
in exchange operations and its lack ©of a feedback system to
monitor the programs, OSD has not effectively fulfilled its
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oversight responsibilities. In our opinion, 0OSD could
strengthen its oversight by establishing an exchange execu-
tive board similar to the Commissary Executive Board it re-
cently formed. Such a board would be consistent with OSD's
philcosophy of having limited involvement in day-to-day oper-
ations yet would provide OSD with first-hand knowledge of
what is happening in the exchange systems.

We also believe that OSD should strengthen its nonappro-
priated fund procurement policies by making them consistent
with policies covering appropriated fund procurement.

RECOMMENDATIONS

We recommend that, to strengthen OSD oversight and pro-
curement policies, the Secretary of Defense

s =-—e@stablish an exchange executive board or similar orga-
nization with 0SD representation to set goals, evalu-
ate perfeormance, and provide guidance to the exchange
systems;

--require the use of formal advertising procedures for

procurements with nonappropriated funds wherever prac-
ticable: and

?—Qprovide for our separate access to contractor records
for nonapprorpriated fund negotiated contracts.

AGENCY COMMENTS

OSD officials said they agreed with our findings and
were studying our proposals to determine what actions should
be taken.
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APPENDIX 1 APPENDIX 1

DEPARTMENTS OF THE ARMY AND THE AIR FORCE ]

e e
HEADQUARTERS ARMY AND AIR FORCE EXCHANGE SERVICE TXCLIANGE SERVICE
DALLAS, TEXAS 75222
i [\alY) hlalale

SUBJECT: Initial GAQ Draft Report on Military Exchange Management
Controls Over Procurement Practices and Personnel
{(GAQ Code 963120)

Mr. Thomas Eickmeyer
General Accounting Office
44} G Street NW, Room 4023
Wasthington, DC 20548

1.  We have reviewed your Chapter 2 of the subject report, and first want
to express our appreciation for the opportunity to react to it before it is put
into final form. Quite obviously, it is to our mutual interest that the final
report be as factual as possible and give each subsequent reader a proper per-
spective and view into AAFES problems and actions being taken to correct
them.

2. You have succinctly discussed a very complex concern to all of us—-management
controls over procurement practices and personnel. Concern in this area will
always be paramount in our minds, and your work has assisted us considerably

in dealing with our responsibilities. You will find our responses (Inclosure 1)

1o your recommendations to be very positive; they will clearly indicate we

want to do everything possible to deter irregular conduct in AAFES procurement.

3. 1have every confidence that your final product will appropriately bring
to everyone an understanding about the probiems AAFES has had, the actions
taken in the past, and the initiatives now under way. And most important,

it will demonstrate that AAFES is very positively approaching its responsibil-
ities. If we can be of further help, as you bring your audit to a close, please
let us know.

SHD ot
NORRIS W, OVERTON I Inclosure

Brigadier General, USAF As stated
Deputy Commander
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RESPONSES TO GAQC RECOMMENDATIONS, CHAPTER TWOQ,
INFORMAL DRAFT REPORT ON MILITARY EXCHANGE MANAGEMENT CONTROLS
OVER PROCUREMENT PRACTICES AND PERSONNEL (CODE 963120)

Procurement practices and the potential for fraud, waste, and abuse is a very
serious concern 1o AAFES at all levels of management. Careful attention is being given
every policy and procedural detail; every control is being reexamined to ensure
management systems are adequate; and every management level in AAFES is
emphasizing compliance with established controls. AAFES sincerely appreciates the
assistance of GAO in these concerns. Recommended actions are being aggressively
implemented, as directed by the Board of Directors.

"Develop a management information system to provide data on the nature and
extent of fraud, waste, and abuse in its programs."”

The Commander, AAFES, on | August 1980, approved initiation of an AAFES
master plan program to deal with detection of fraud and the prevention of waste and
abuse, This program is a permanent, angoing oversight activity that will coordinate and
monitor all AAFES activities for the detection of fraud, waste, and abuse and provide
the Commander and top management with information on the extent and nature of
fraud, waste, and abuse within AAFES. Information gathered from all appropriate
sources will be analyzed and compiled in a management information format which will
support making meaningful decisions within AAFES.

The system will have the capability to store and recall information in varying
formats to provide history, trends, and weaknesses and will enable management to
evaluate the overall situation, map strategies, and establish preventive measures. It
will involve expanding a current data base, which presently captures specific incident
data, to further define and analyze related incidents. Input will be expanded to include
relative information from other agency reports. In this regard, a close liaison has
recently been developed between AAFES, NAVRESSO, and MCES security and audit
elements which will ensure interchange of information relating not only to fraud
detection, but also specific case data. Additionally, the AAFES Safety and Security and
the Audit and Inspection Divisions are in the early stages of a jeint project to develop a
separate data base which will receive input from all of the various surveillance systems
employed by AAFES (audits, loss-prevention surveys, accounting technician reports,
management assistance team visit reports, etc.). This information will be used for
trend analysis from an AAFES-wide viewpoint down to exchange/branch level,

The Commander, AAFES, using the management information system, will keep
the Board of Directors fully informed on all aspects of fraud, waste, and abuse in
AAFES.

"Develop a system of management controls to deter fraud and reduce the likelihood of
waste. The system should include strict enforcement of standards of conduct, holding
managers accountable for compliance with policies and procedures, and periodic audits
to make sure that the controls are effective."

Inclosure 1
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It is generally recognized that past instances of fraud in AAFES were perpetrated
outside the system of internal control and involved <ollusion. However, in response to a
recognition that strict management control must be maintained, the Board of Directors
has specifically directed that AAFES review its current internal management controls
to determine if further controls could be instituted or management action taken that
‘might strengthen the system. The Board further specified that AAFES should
determine if managers are complying with current procedures and are being held
accountable, When disciplinary action is appropriate, the Board specified that equal
justice for all must be assured. Additionally, the U.S. Army Audit Agency has been
requested by the Board to include, in their future audits of AAFES, a review of AAFES
administrative controls within the procurement and contracting processes.

In response to this direction by the Board of Directors, AAFES is actively
reemphasizing every aspect of required management controls and strengthening those
which are weak. The Commander, AAFES has directed an in-depth study into the
adequacy and enforcement of AAFES standards of conduct, including establishment of
tables of punishment for effective and equitable treatment. From this study, AAFES
will implement changes which will ensure consistert, but firm attention to all instances
of standards violation.

Through the AAFES master plan for fraud, waste, and abuse, management
attitudes, at all levels, are being emphasized. Th.s will be a positive program with a
communication network that will transmit management thoughts and policies on daily
operations to all levels of the work force, as well as provide top management
information on problems, discrepancies, and the actions taken to solve them. The
program will give AAFES personnel an overall feeling of belonging to a team devoted to
promoting economy and efficiency in daily business operations. The program will
promote leadership by example and create & daily operating atmosphere that will
inspire efficiency.

Established procedures which inhibit the possibility of fraud will be strictly
enforced, and uniformly and consistently applied. Compliance with established
procedures will be emphasized constantly, at all leveis, and reviewed regularly by
management assistance teams, security, and audit. Intensified effort is under way in
the area of purchasing, procurement authority, and procurement limitations. Controls
have been strengthened in the area of Vendor Master File changes, now requiring the
signature of a branch chief or his assistant on all requests for change; telephonic
changes are not accepted. To assist review personnel, several training opportunities
have been identified, and security and audit personnel will attend. The fraud segment
of the Air Force Office of Special Investigations Senior Investigation Course is already
being used, and assistance from the Federal Bureau of Investigation has been requested
for training of security and audit personnel in procirement fraud detection.

AAFES internal auditors are very actively reviewing during FY 1980 all aspects of
procurement management controls. Continuous audits in various segments of the
procurement function are planned. For FY 1981, procurement of new construction,
vehicles, equipment, and motion picture films wil! be conducted; in subsequent years,
functional audits of the procurement of merchandise and services for retail, food,
vending, services, and expense supplies departinenrts are planned. In each audit, there
will be a specific evaluation of the adequary of controls established for the
procurement function, and a determinatiorr »f rhe axtent of compliance with the
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controls. Since a very strict independence is maintained by AAFES auditors from
operational managers, the Commander, AAFES and the Board of Directors will have a
continuing independent and objective review of procurement activities and related
controls.

* "Improve management of procurement by (1} establishing a results-oriented buying
capability with detailed buy plans and buyer performance evaluations, {2) clarifying
criteria_and identifying opportunities for increasing competitive procurement, (3)
enhancing buyer performance by providing procurement career paths and training
programs, and (%) requiring periodic audits of contracts for pricing compliance."

The AAFES Merchandise Management Master Plan Program, when fully
implemented, will strengthen controls to deter fraud, waste, and abuse in the buying
function. It requires using tools and procedures to measure the performance and
effectiveness of the procurement function and procurement personnel. Its objective is
to develop performance measurement techniques for tracking the selling performance
of items and product lines which will supply decision-making information and objective
evaluation of merchandise and personnel performances. AAFES will further refine its
marketing plan to ensure that there will be a comprehensive plan for each commodity
which will represent an orderly and disciplined approach to marketing situations,
ensuring that all aspects of the situation will be considered in a systematic manner
prior to reaching a decision and instituting a program. As this program gains
momentum, the merchandise selection committee procedure will be reassessed as a
technique in determining assortments. The marketing plan specifies that it will:

a. Examine major facts in a marketing situation for a product line or
commodity.

b.  Express the market opportunity or customer requirements being addressed.
¢. . Establish investment requirements, earnings objective, and sales potential.

d. Document product objectives, return on investment calculations, markdown
guidance, and inventory performance standards.

e.  Coordinate the interrelationships between items and commodities.
1. Propose the AAFES strategy to accomplish the departmental objective.

g  Recommend specific selling and promotional clearance tactics to support
the strategies.

h.  Require formal and professional training for commodity branch chiefs and
supervisory merchandising specialists in the essential elements and development of
marketing plans.

AAFES fully concurs in the desirability of expanding use of multiple-source
competitive procurement and has established criteria for identification of products for
competitive negotiation. During 1980, 14 additional categories were competed,
amounting to over $21 million. An additional 20 categories have been identified to be
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competitively negotiated by 1981, Directives will outline specific criteria to be used in
identifying products for competitive negotiati-ns.

AAFES recognizes the need for an iinproved career path which stipulates
appropriate training and experience necessary tor each merchandising specialist level
and is undertaking a review of staffing structure at the headquarters level. The prior
practice of including inventory control and retail operations in the merchandising
career path best served AAFES needs under the previous separation of functional
responsibilities between the headquarters and regional levels, and the essential
requirement for mobility of the AAFES UA workforce. Under AAFES merchandise
management and sales management master plan programs, emphasis at regional level is
shifting from procurement to selling. Thus, most procurement will be centralized at
headquarters level making a reassessment of career progression grade levels
appropriate. A draft training plan has been developed which incorprates training
courses available from outside agencies. This plan will be refined and modified
appropriately and made consistent with the staffing structure, including training
positions that result from the manpower and position classification review,

Audits regarding contract pricing compliarce were discussed at a meeting of the
Procurement Subcommittee, Armed Forces Exchange Coordinating Committee on 16-17
September 1980. AAFES, NAVRESSO, and MCES agreed and developed initial policy
and procedures for a coordinated audit program for audits to be conducted at all
exchange services. Action has been initiated for the initial audit and subsequent audits
are planned as the program is developed and fustaer refined.

To implement and test this audit procedure, AAFES is now reviewing a
contractor's records, using its own internal audit staff, and has requested access of
another contractor for review by the Defens= Contract Audit Agency. Results will be
evaluated and a final determination made a. to how such audits should be conducted.
Criteria for future reviews will then be established and documented.

"The AAFES Board of Directors take a more active role in combating fraud and waste
by directing AAFES management to take the necessary actions to strengthen internal
controls and by making sure that its policies are complied with."

The AAFES Board of Directors has been, and always will be, very concerned with
combating fraud and waste at every AAFES management level. To accomplish its basic
policy and guidance responsibilities, the toard has delegated to the Commander,
AAFES, daily operational management and relies on the Commander to inform it of
concerns and action taken in all manageaer: areas, bhut especially in fraud, waste, and
abuse. The Commander, AAFES has, and wul continue to so inform the Board, to
include specific briefings by AAFES fraud, waste, and abuse program monitors and
internal auditors. Together, the Board of Directors and top AAFES management take a
very active role in directing ail AAFES activities.

During the September 1980 quarterly meeting of the Board of Directors, very
specific direction was given the Commander, AAFES, concerning ensuring that
management controls are proper and complied with, and perpetration of fraud uniformly
dealt with, The Board, through its Finanre Committee, is briefed quarterly by the
AAFES Director of Audit and Inspection o 4! reports of audit and any related fraud
activities. Significant andit repori items e provided all members of the Board of
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Directors. Whenever appropriate, the Board of Directors will aggressively request

other studies of AAFES management systems and involve itself enough to ensure that

its directions are complied with. Problems, deficiencies, or weaknesses that are

identified in ongoing reviews of internal controls will be briefed to the Board of

Directors, making the Board of Directors an active participant in monitoring the action
" taken to correct failures to comply with policies and standards of conduct.

Members of the Board of Directors are fully aware of the serious responsibility
they have in directing AAFES and will continue to do everything in their power to
ensure that the mission of AAFES is accomplished in a professional, effective, and
efficient way. The suggestions of the GAO have strengthened their resolve,

GAO note:

This recommendation was deleted from the final report
because the Board took our recommended actions at its
September 1980 meeting. (See p. 22.)
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DEPARTMENT OF THE NAVY
OFFICE OF THE SECRETARY
WASHINGTON D C 20350

N/

3 s aren

Mr. T. A. Eickmeyer :
Group Director, Federal Personnel
and Compensation Division
U. 5. General Accounting Office
Washington, DC 20548

Dear Mr. Eickmeyer:

This is in response to your intcrmal request to review and provide
comments on Chapter # 3 of the draft GAO Report, "More Effective Internal
Controls Needed to Prevent Fraud and Waste in the Military Exchanges"
{(OSD Case #5566).

The Report recommends that more aggressive actions must be initiated
to develop a management information system and controls to identify
instances of fraud and waste, enforcement of compliance with policies
and procedures to deter fraud and waste, including more intense audits
of operations and contract compliance.

Navy exchange sales for 1979 were $1.2 billion and, for the first
six months of 1980, increased 13% over the comparable period in 1979.
Navy exchange retail inventory shortages over the last ten vears were
less than 1% of sales which is ahout one half of the amount of inventory
losses experienced in the commercial sector. When comparing the 1979
operating results of the Navy Exchange Program to other military exchange
services, the Navy Exchange Program which cmploys approximately 29,000,
provided a greater return on net as:ets (25.7%), larger dollar dividend
per active duty ($71.00) and les-cr profit retention (25.4%). A net
profit of $50.1 million (4.1% of toral sales) was achieved in 1979.
The Navy Exchange Program return on working capital is about three times
higher than in the commercial se:tnr while maintaining an inventory
turnover of 4.5 vice 3.3 in the .ommercial sector. Finally, Navy exchange
retail selling prices average 20' helow the average commercial price
for similar items. Annually, a major CPA firm (Peat, Marwick, Mitchell
& Co.) conducts an in-depth audit o the Navy Exchange Program. The
recent audit conducted by the aforcmentioned firm in April 1980, which
included a review of internal controls, concluded that their study/
evaluation did not disclese any onlitions which suggested any significant
material weaknesses.
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Specific comments on the GAO recommendations are provided

as enclosure (1).

Encl:
(1) Navy Comments
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Navy Comments on GAO Report intitled "More Effective Internal

Controls Needed to Prevent Fraud and Waste in Military Exchanges
(0SD Case #5566)

I. Recommendations and comments:

A. Recommendations on pages 43n & 430: [39]

(1) The Secretary of Defense (SECDEF) direct Navy Resale and
Services Support Office (NAVRESSO) to develop a management information
system to provide data on the nature and extent of fraud and extent of
fraud and waste in exchange systems; and

(2) SECDEF direct NAVRESSG to develop a system of management
controls to deter fraud and waste. The system should include strict
and uniform enforcement of standards of conduct and holding exchange
officers and managers accountable for compliance with policies and
procedures.

Navy Comment: Concur. The following actions have been taken
to identify, catalog, analyze and to create a management information
system related to fraud, waste and abuse and have been initiated prior
to or during the GAO review:

o Establishment of Fraud, Waste and Abuse subcommittees at
four levels:

- A Fraud, Waste and Abuse Subcommittee of the
Armed Forces Exchange Coordinating Committee (AFECC).

- A subcommittee of the combined Navy Morale, Welfare
and Recreation (MWR) Coordinating Committee.

- An internal NAVRESSO Fraud, Waste and Abuse Committee
composed of senior members of NAVRESSO's staff,

- Exchange and commissary subcommittees for local
coordination.

o Initial issuance of OPNAVINST 5527.1 dated 4 March 1980
which directs that independently commanded Navy exchanges inform NAVRESSO
of the current status of field investigations which could impact on
the system.

o Initiation of a progran to receive, review and analyze
causative factors on all cases reported to the Naval Investigative Service.

0 Establishment at NAVRESSO of a mechanized data system which
maintains personnel records of field and headquarters employees with a
history of unsatisfactory work performance who have been disciplined for
abuse or mismanagement of government property. This system precludes
the transferring or rehiring of employees who have been identified as
unsatisfactory performers or found guilty of malfeasance.
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o] Torwarding management information concerning Navy exchanges,
including information on inventory shrinkage, to Navy Exchange Officers
monthly through the Navy Exchange Management Performance System Program
(MPS-DP7). Also, NAVRESSC is currently developing/designing a program
which will provide a quarterly '"profile" of each exchange by sales
group with ten key indicators to compare performance to be forwarded
quarterly to Navy Exchange Officers along with the MPS-DP7.

o To ensure reasonable consistency within the field, OPNAVINST
5527.2 dated 24 October 1980 was promulgated establishing policy regarding
aggressive investigation and command disciplinary action for persons
committing offenses against the Navy exchange system.

0 In September 1980, NAVRESSC published NAVRESSOINST 4385.2
(Subj: Local Fraud, Waste and Abuse Exchange Program). Its purpose 1is
to set forth guidelines to assist Navy exchanges in developing comprehensive
local programs for the prevention of fraud, waste and abuse and to
reemphasize the need for compliance with existing directives pertaining
to this subject.

o In November 1980, a questionnaire on the causative factors
of fraud, waste and abuse in exchanges was distributed at the 1980 Navy
Exchange Officers Conference. The purpose of the questionnaire is to
assist NAVSUP/NAVRESSO in formulating future guidance.

4] The Navy Exchange Security and Loss Prevention Guide
(PUB #63) was published in September 1975 and has been revised/expanded
in August 1976 and March 1980 with another major revision to be promulgated
in December 1980. This Guide was prepared by NAVRESSQO for the purpose
of providing the Navy Exchange Officer and his security staff with a
working knowledge of basic security procedures found to be useful in
implementing an effective loss prevention program. This Guide provides
the vehicle for NAVRESSO to issue information bulletins monthly to alil
Navy exchanges identifying issues having fraud, waste and abuse implications
and provide "lessons learned.™
[39]

B. Recommendation on page 430: SECDEF direct NAVRESSO to overhaul
the internal audit function by assigning a qualified auditor to head
the unit, staffing audits with only qualified auditors, and providing
sufficient time to conduct properly and in accordance with GAO audit
standards.

Comment: Concur. NAVRESSO is taking steps to improve the
internal audit function by complying with the recent Naval Audit Service
{NAVAUDSVC) recommendations. As a result of a recent NAVAUDSVC review
of the overall NAVRESSO audit program, it has been concluded that
additional audit time will be provided whenever the nature of specific
audit/review requirements so justify. In addition, a study by NAVRESSO
is underway to determine the practicality of functional audits (specific
operational areas such as retail, services, accounting, etc). These
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audits would be performed at a number of exchanges within a short time span
to determine the effectiveness of specified functions. The areas of the
aforementioned study to be looked at are:

- Types of personnel to be utilized on audits.

- Expansion of on-site audit time to fully develop
problems encountered.

- Strengthening of field supervision and greater
emphasis on documentation of audit findings and workpaper preparation.

- Analysis of common and repeat findings to determine
whether policies and procedures require revision.

- Feasibility of establishing audit branches at each FSO.

- Restructuring the findings format of the report to
reflect condition, cause and effect in the forward section of the report
where applicable.

[39]
C. Recommendation on page 430: SECDEF direct NAVRESSO to comply
with Defense policy to permit the contracting officer or his representative
access to records and conduct audits for compliance with contract items.

Comment: Concur. NAVRESSO will take action to revise its
contract general provisions to include the DOD clause providing for
contracting officer access to contractor's records and books. Arrangements
have been made with the Defense Contract Audit Agency to conduct audits
in appropriate contracts to assure compliance with contract terms.

D. Recommendation on page 430: SECDEF direct NAVSUP to exercise
more active leadership to assure NAVRESSO is taking prompt and effective
actions to overcome problems identified in its operation.

. Comment: Concur. The Commander, Naval Supply Systems Command
(NAVSUP) will intensify the current ongoing initiatives in this regard
within constrained resources which can be made available for this

important purpose. Past and current NAVSUP "leadership" initiatives include:

o The Navy Resale Advisory Committee: Established in 1946
and chaired by the COMNAVSUP, provides a significant oversight role of
the operation of the Navy Exchange Program. This committee is composed
of distinguished leaders in the field of retailing, finance, management-
consulting and business education. Committee members are appointed by
the Secretary of the Navy. Meetings are held twice yearly with the
Assistant Secretary of the Navy for Manpower, Reserve Affairs and Logistics
representing the Secretary. A comprehensive agenda for each meeting is
prepared which includes an update on operations, fraud, waste and abuse
progress reports, new proposals regarding system ohjectives, business
strategy, policies and organization. The Advisory Committee members,
through their counsel and guidance, make a major contribution to the
vitality of the Navy Resale System and provide a very high quality of
present day professional operational oversight.
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0 NAVSUP formed a Study Group to analyze NAVRESSO Inventory
Losses: In May 1976, this Study Group was tasked to develop a plan to
Teverse the inventory loss trend and determine the cause for high
loss levels and recommend actions to:

a. Reverse the increasing loss trend.

b. Improve present physical and accounting safeguards
to prevent and detect losses.

c. Identify key management indicators that will assess
future loss levels; these indicators will also provide for remedial
actions to be initiated prior to exceeding a defined, acceptable level
for losses.

All facets of retail operations and the management thereof were examined.
The Study included a detailed analysis at selected individual exchanges
and commissary stores. Improved loss prevention and timely loss detection
measures were emphasized; existing safeguards such as physical security,
accounting controls, material custody in the warehouse and sales area,
personnel practices, inventory procedures, etc. were alsc evaluated.

0 Contracting Management Reviews: Prior to 1976, contract
management reviews (CMR) conducted by NAVSUP were done in conjunction
with the normal Command Inspection Program of NAVRESSO. Subsequently,
however, the decision was made by NAVSUP to conduct a separate review of
the contracting procedures utilized by NAVRESSO. There have been three
to date. Every three years, the NAVSUP Headquarters CMR Staff performs
a CMR of NAVRESSO Headquarters with a follow-up review every eighteen
months. The most recent NAVSUP CMR of NAVRESSO concluded that "NAVRESSO
is performing its contracting operations in a satisfactory manner.
Management and the employees . . . have taken aggressive action to
implement all recommendations contained in the IG {(NAVSUP Command
Inspection) and CMR reports of March 1979."

0 NAVSUP Policy Guidance:

- On October 30, 1980, NAVSUP forwarded to NAVRESSO a
policy statement to increase the emphasis NAVSUP places on loss prevention
control. NAVSUP asked that it be widely promulgated to all exchange
officers and officers in charge.

- In November 1980, NAVSUP directed that a questionnaire
on fraud, waste and abuse in exchanges be distributed at the 1980 Navy
Exchange Officers Conference. The purpose of the guestionnaire is to
help NAVSUP/NAVRESSO in formulating future guidance.

- A Fraud, Waste and Abuse Committee was estabiished
by COMNAVSUP. This committee monitors all matters relating to Fraud,
Waste and Abuse under the purview of NAVSUP, including the Navy Exchange
Program.
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- COMNAVSUP consistently and aggressively provides
direct ({personal) direction and guidance to the COMNAVRESSO on matters
pertaining to the worldwide operation of the Navy Exchange Program.

o} NAVSUP Command Inspections: Command inspections of NAVRESSO
Headquarters are conducted every three years in accordance with the
Naval Command Inspection Program. A follow-up inspection is performed
eighteen months after the Command inspection. Command inspections review
all aspects of the NAVRESSO mission, determine performance of the mission,
note discrepancies and recommend corrective actions. Follow-up inspections
review status of Command inspection recommendations. The aforementioned
inspections require quarterly status reports be submitted on all
recommendations until action is complete. Also, NAVSUP monitors the
inspection efforts of NAVRESSO in its auditing of Navy exchanges.

o NAVSUP Financial Oversight: Since 1976, the Comptroller
of the Navy Supply Systems Command annually reviews the NAVRESSO operating
budget, the Long Range Operating Plan, the Five Year Capital Investment
Plan and various operating targets such as sales projections, expense
and profit ratios, etc. The COMNAVSUP's approval of NAVRESSO's financial
plans is based upon analytic review of these plans and includes such
items as a facilities payback analysis for the capital construction
budget, etc. Thereafter, a quarterly review of financial operating
statements is the basis for continuing guidance by the COMNAVSUP to
the COMNAVRESSO.

GAO note: Numbers in brackets refer tc pages in this report.
(963120)
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